GIO1 THIEU

Trong b&i canh chuyén déi s6 dang dién ra manh mé, nhu cau s& hitu mét
website riéng da trd thanh yéu cau thiét yéu déi véi ca nhan va doanh nghiép.
Website khéng chi dong vai tro la kénh gidi thiéu san pham, dich vu va hinh anh
doanh nghiép, ma con la nén tang dé trién khai cac iing dung ndi bé dudi dang
web application, gop phan nang cao hiéu qua van hanh va nang luc canh tranh.

Dé xay dung moét hé théng website hoan chinh, viéc lua chon nén tang ha tang
phu hgp la yéu té then chét. Hién nay, cac hé diéu hanh phé bién bao gém
Windows Server va Linux, trong do Linux cung cap nhiéu ban phan phéi nhu
Ubuntu, CentOS, Red Hat hay Fedora. Trong sé dé, Ubuntu néi bat nha tinh én
dinh, hiéu nang cao, kha nang dap (ng da dang nhu cau trién khai va dac biét I3
hoan toan mién phi.

Bén canh hé diéu hanh, Iya chon phén cing va mo hinh trién khai cling dong vai
trd quan trong. Ngudi dung cé thé dau tu may chd vat ly hoac sir dung dich vu
thué may chu tir cac nha cung cap dam may. Trong s6 cac giai phap hién co,
AWS Lightsail dugc danh gia 1a mét lya chon néi bat nha sy 6n dinh, hiéu suat
t6t, chi phi hgp ly va cé dinh, it thay dai.

V& cong nghé phat trién website, cd nhiéu hudng ti€p can khac nhau tuy theo
muc tiéu va quy moé du an. Tuy nhién, su két hgp gitta Nginx va Django dugc
xem la mét giai phap hiéu qua, linh hoat va t6i uu vé hiéu ndng, phu hgp dé xay
dung cac Ung dung web tU ca ban dén thugng mai.

Cudn ebook nay dugc bién soan nham cung cap huéng dan chi tiét va thuc tién
vé cach thiét 1ap va trién khai hé théng server dua trén cac lua chon néu trén. Noi
dung hudng téi viéc gitp ngudi doc nam vitng quy trinh tU cd ban dén nang cao,
tlr d6 co thé tu tin xdy dung va van hanh mét hé théng website hoan chinh, én
dinh va hiéu qua.
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Chuong 1: Lam quen véi Linux

Chuadng nay sé gilp ban lam quen v&i nhiing khai niém ca ban nhat cla Linux —

hé diéu hanh thudng dugc st dung dé van hanh cac may chu web. Théng qua

ndi dung don gian va dé hiéu, ban sé nam dugc cach Linux hoat déng, cach

tuang tac véi hé théng va nhiing thanh phan quan trong can biét trudc khi bat

dau cai dat va st dung server trong cac chuaong tiép theo.

Noi
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Hé diéu hanh la gi ?

Giao dién Console va GUI khac nhau nhu thé nao ?

Su khac biét gilra Windows va Linux

Vi sao Linux phu hgp dé lam server ?

Distro la gi? Vi sao Ubuntu, CentOS, Red Hat dugc goi la distro?
Vi sao Ubuntu la lya chon phé bién hién nay?

SSH la gi?

SSH key pair la gi? Public key va private key dung dé lam gi?
Port va Firewall la gi?

. Cron job va crontab la gi?

. Systemd, systemctl, apt va apt-get la gi?

. User, Group, Other va quyén ctia moi file trén Linux.
. Chmod va chown la gi?
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Hé diéu hanh la gi ?

Hé diéu hanh Ia mot loai phan mém hé théng déng vai tro trung gian gilia
ngudi dung, cac ing dung va phan ciing ctia may tinh. Khi ban thuc hién cac
thao tac nhu mé& Uing dung, luu file, truy cap di liéu, hay két néi mang, hé diéu
hanh sé ti€p nhan cac yéu cau nay, sau dé quan ly va diéu phaoi tai nguyén phan
ciing (nhu CPU, bd nhd, 6 dia, thiét bi ngoai vi) dé dam bao cac chuong trinh
hoat déng dung cach, hiéu qua va khéng xung dét v&i nhau.

Giao dién Console va GUI khac nhau nhu thé nao ?

Khi s&f dung may tinh, ban c6 thé tuong tac theo hai cach phé bién: dung giao
dién d6 hoa (GUI) hodc dung dong lénh (Console/CLI). Hai cach nay khac nhau
chu yéu & cach ban thao tac véi may tinh.

Console la cach ban diéu khién may tinh bang cach gé lénh bang cht.

Vi du: G6 lénh ipconfig dé kiém tra cdu hinh ip

¥ Command Prompt X + v

Microsoft Windows [Version 10.0.26200.8037]
(c) Microsoft Corporation. All rights reserved.

C:\Users\GIGABYTE>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet 2:

Media State : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Local Area Connection* 9:

Media State : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Local Area Connection* 10:

Media State : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Wi-Fi:

Connection—specific DNS Suffix 3

IPv6 Address 1 2U4P5:U4800:5727:8550:2ddd: 5ab:2b36: c3a9
IPv6 Address 1 2U05:U4800:5727:8550: fFff: fHff :+fff:Ffab
Temporary IPv6 Address : 2U405:U4800:5727:8550:cle6:c90:159: fful
Link-local IPv6 Address : fe80::213a:490d:56c2: fUf5%9

GUI la cach ban tuang tac véi may tinh thong qua hinh anh tryc quan nhu: Cla
s, nut bdm, biéu tugng , menu, ...
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Vi du: ban md file bang cach click chuét thay vi gé 1énh.

Mot sO su khac biét gitra Windows va Linux
Windows va Linux c6 nhiéu diém khac nhau trong cach té chic va van hanh hé
thdng. Dudi day la mot s8 khac biét co ban gitup ban dé hinh dung:

e Dudng dan hé théng: Windows st dung ky tu \ (backslash) dé phan tach
cac thu muc trong dudng dan, vi du "C:\Users\Documents". Trong khi do,
Linux st dung ky tu / (forward slash) dé phan tach thu muc trong mét cay
thu muc duy nhat bat dau tu /, vi du “/home/user”. Hai ky ty nay c6 clng
muc dich la gilp xac dinh cdu tric dudng dan gilta cac thu muc, nhung
dugc quy udc khac nhau tuy theo hé diéu hanh.

e Cai dit phan mém: Windows thudng cai bang file .exe thong qua giao
dién; Linux cai bang trinh quan ly géi nhu apt, yum,... théng qua dong Iénh.

e Giao dién sir dung: Ca Windows va Linux déu ho trg ca GUI (giao dién do
hoa) va Console (dong Iénh). Tuy nhién, trong thuc t€ Windows thudng
dugc st dung cha yéu théng qua GUI vdi cac thao tac truc quan bang
chudt va clra s, trong khi Linux thudng dugc st dung nhiéu qua Console,
dac biét la trén cac hé thong server, naoi viéc thao tac bang dong lénh gilp
quan ly hé théng nhanh chong va hiéu qua hon.

e Tai nguyén st dung: Windows thudng tiéu ton nhiéu tai nguyén hon;
Linux nhe han, phu hgp chay trén may cau hinh thap hoac nhiéu dich vu
cung luc.

e Muc dich sir dung phé bién: Windows thudng ding cho may ca nhan,
lam viéc van phong, giai tri; Linux phé bién trong méi trudng server, cloud
va hé théng backend.

Vi sao Linux phu hgp lam Server

Linux dugc st dung rat phd bién trong méi trudng server nhd vao nhiéu uu diém
phu hgp vai yéu cau van hanh hé théng lau dai, 6n dinh va hiéu qua. Dudi day la
nhing ly do chinh:
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On dinh cao: Linux c6 kha nang hoat déng lién tuc trong thai gian

dai ma it gap 16i hoac can khdi déng lai. Diéu nay rat quan trong véi server
vi hé théng thuang phai chay 24/7.

Tiét kiém tai nguyén: Linux nhe hon so véi nhiéu hé diéu hanh khac,
khong tiéu tén qua nhiéu RAM hay CPU. Diéu nay gitp server cé thé xi ly
nhiéu yéu cau cung lic ma khdéng bi qua tai nhanh.

Bao mat tot: Linux c6 ca ché phan quyén chat ché va dugdc cong déng
phat hién, va 16i nhanh chong. Diéu nay giip gidm nguy cd bi tdn cong va
tang do6 an toan cho hé thong.

Quan ly tir xa dé dang: Linux ho trg t6t cac cong cu nhu SSH, cho phép
quan tri server tU xa thong qua dong Iénh mét cach nhanh chéng va hiéu
qua.

Ho trg manh cho tu ddéng héa: Cac cong cu nhu cron, script shell, va cac
trinh quan ly dich vu gidp dé dang ty déng hda céc tac vu nhu backup, cap
nhat, hoac chay job dinh ky.

Ma nguon maé va linh hoat: Linux cho phép tuy chinh sau theo nhu cau su
dung, phu hgp véi nhiéu loai server khac nhau nhu web server, database
server, hay application server.

Distro la gi? Vi sao Ubuntu, CentOS, Red Hat,... dugc
gol la Distro?

Distro: mét phién ban Linux dugc dong géi va phan phdi san, bao gém nhéan

Linux (kernel) cung v&i cac phan mém, cong cu hé thong,... va giao dién dugc cau

hinh san dé ngudi dung ¢é thé sif dung ngay.

Céac hé diéu hanh nhu Ubuntu, CentOS hay Red Hat khéng phai la “Linux nguyén
ban”, ma la nhitng ban phan phéi dugc xay dung dua trén Linux. Mdi distro sé cé:

Céach cai dat riéng

Cong cu quan ly phan mém riéng
Cau hinh mac dinh riéng

Muc tiéu suir dung khac nhau
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e Ubuntu thudng dugc ti uu cho sy dé dung va phé bién I

e Red Hat huéng dén doanh nghiép vai ho trg chinh thirc
e CentOS thudng dugdc dung nhu ban mién phi tuong thich véi Red Hat

v @ %
uvubuntu P CLinux0S CentOS
: -"SUSE
Mandriva .
s deblan
: >
FreeBSD gentoo lmux ~ s1ackware

Vi sao Ubuntu la lua chon phé bién hién nay ?
Ubuntu la mét trong nhitng ban phan phéi Linux dugc si dung rong rai, dac biét
trong moi trudng server va phat trién phan mém, nha vao nhiing uu diém sau:

e Dé cai dat va sir dung: Ubuntu cé quy trinh cai dat don gian, giao dién
than thién, giup ngudi méi cé thé lam quen nhanh chdng ma khéng can
nhiéu kién thic ky thuat ban dau.

e Cong dong Ién va tai lieu phong pha: Ubuntu cé lugng ngudi dung
déng dao trén toan thé gidi, vi vay khi gap van dé, ban cé thé dé dang tim
thay hudng dan, tai liéu va gidi phap tir cong dong.

e Ho trg tét tir Canonical: Ubuntu dugc phat trién va duy tri bai Canonical,
véi cac phién ban LTS (Long Term Support) dugc hd trg 1au dai, rat phu
hap cho server can su 6n dinh.

e Kho phan mém phong phu: Ubuntu cé hé théng quan ly gbi apt va kho
phan mém I8n, gilp viéc cai dat, cap nhat va quan ly ing dung trd nén
dan gian va nhanh choéng.
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e Tuong thich cao: Ubuntu dugc hé trg réng rai bgi nhiéu phan
mém, framework va dich vu phé bién, nén dé trién khai trong cac hé théng
thuc té.

e Phé bién trong méi trudng cloud va server: Nhiéu nén tang cloud (nhu
AWS, Azure, GCP) déu hé trg Ubuntu mac dinh, gitp viéc trién khai va van
hanh hé théng thuan tién hon.

SSHlagi?
SSH (Secure Shell) la mét phuong thdc cho phép ban truy cap va diéu khién may
tinh tU xa mot cach an toan thdng qua mang internet.

Thay vi phai ngdi truc tiép truédc may server, ban c6 thé dung SSH dé két néi tu
may ca nhan dén server va thuc hién cac thao tac nhu:

e Chay lénh

e Cai dat phan mém

e Quan ly file va dich vu

e Kiém tra hé théng
SSH hoat déng chu yéu qua giao dién dong lénh (Console), gilp quan tri hé
théng tU xa mot cach nhanh chéng va hiéu qua.

Mot diém quan trong cua SSH la dir liéu dugc ma hda trong qua trinh truyén,
nén thong tin trao d&i gita may cua ban va server dugc bao mat, tranh bi nghe
lén hoac danh cap.

SSH key pair la gi? Public key va Private key dung
dé lam gi?

SSH key pair |a mot cap khda dung dé xac thuc khi két néi SSH, giup dang nhap

vao server mét cach an toan ma khéng can nhap mat khau. Co ché nay dua trén

ma hda bat déi xiing (asymmetric cryptography), nghia la s&t dung hai khéa co

lién quan v&i nhau nhung khac nhau vé chiic nang: mot khda ding dé ma hoa va

moét khda dung dé giai ma.

Mot SSH key pair gom 2 phan:
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2

e Private Key: Day la khda dugc luu trén may ca nhan cua ban. Ban D
phai gir bi mat tuyét déi va khong chia sé cho ngudi khac. Private key
dugc dung dé "chiing minh danh tinh” khi két nai.

e Public key: Day la khda dugc dat trén server. Ban cd thé chia sé public key
ma khong lo 16 thong tin bao mat, vi né chi dung dé kiém tra va khong thé
suy ra private key tu public key.

Khi ban két néi SSH dén server :

Server sé kiém tra public key da luu

May cla ban st dung private key dé chiing minh danh tinh
Server dung public key tuong (ng dé kiém tra chir ky do.
Néu hai khéa khép nhau thi ban dugc phép dang nhap

Hwn o=

Port va Firewall la gi ?

Port 13 mét "diém két néi” trén may tinh dung dé phan biét cac dich vu dang
chay. Méi dich vu trén server sé hoat dong trén mét port riéng. C thé hiéu don
gian: IP 1a dia chi cGa may, con port la “clra” dé€ di vao tung dich vu cu thé bén
trong may do.

Vi du: Web server thudng dung port 80 (HTTP) hoac 443 (HTTPS)

Firewall la mét co ché gilp kiém soat va bao vé két néi mang bang cach cho
phép hoac chan cac truy cap vao/ra hé théng. Firewall sé:

e Cho phép hoac chan truy cap vao cac port cu thé
e Ngan cac két n6i khong mong muén hodc nguy hiém
e Tang muc do bao mat cho server

Vi du: Cho phép truy cap port 22 dé SSH

Cron job va Crontab la gi
Cron job |3 céc tac vu dugc hé théng tu ddng chay theo lich dinh san, thay vi ban
phai thuc hién thu cong.

Vidu:
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e Tu déng backup di liéu moi ngay lic 2 gid sang

e Ty ddng gui bdo cao vao madi tuan

e Tu dong don file tam sau mét khoang thai gian
Crontab |a noi d€ ban khai bao va quan ly cac cron job. Pay 1a mét file hoac cong
cu dung dé dinh nghia: Khi nao cron job chay va Iénh nao sé dugc thuc thi. Ban
cO thé hiéu crontab nhu mot “bang lich” chira danh sach cac cron job.

Systemd, systemctl, apt va apt-get la gi ?

Systemd |a mét hé théng dung dé quan ly va diéu khién cac dich vu (services)
trén Linux. N6 chiu trach nhiém khdgi dong hé théng va dam bao cac dich vu nhu
web server, database... luén chay én dinh.

Systemctl la cong cu dong lénh dung dé tuong tac véi systemd. Ban c6 thé dung
systemctl dé:

e Khdi dong moét dich vu
e Dung dich vy
e Kiém tra trang thai dich vu
e Bat/tat dich vu khi hé théng khdi déng
Vi du: dung systemctl d€ quan ly web server hodc SSH service.

Apt la trinh quan ly g6i phan mém trén Linux (thudng dung trén Ubuntu), gitp
ban:

e (Cai dat phan mém

e Cap nhat phan mém

e G4 bo phan mém
Apt-get cling la mot cong cu quan ly goi tuong ty apt, dugc sir dung tu trudc.
Hién nay apt la phién ban hién dai, than thién hon v&i ngudi dung nhung apt-get
van ton tai dé ddm bao tuang thich va dung trong mét sé trudng hap ki thuéat.

User, Group, Other va quyén ctia moi file trén Linux
User la mét tai khoan ngudi dung trén hé théng. Moi ngudi dung cé thé dang
nhap va thuc hién cac thao tac tuy theo quyén dugc cap.
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Vi du: moét server c6 thé ¢ nhiéu user khac nhau nhu user quan tri va
user thong thucng.

Group la mot nhdm gém nhiéu user. Viéc dung group gilp quan ly quyén truy
cap dé dang hon khi nhiéu ngudi can cung truy cap vao mét tai nguyén.,

Vi du: M6t nhom “developer” c6 thé dugc cap quyén truy cap vao cung mét thu
muc du an.

Others la nhiing nguai dung con lai trén hé théng, khéng thubc vé user s& hitu
file (owner) va cling khong nam trong group dugc gan cho file d6. Nhém nay dai
dién cho "ngudi ngoai” déi vdi file, va quyén cua ho thudng bi gii han dé dam
bao bao mat.

Trong Linux, méi file hodc thu muc déu cé 3 loai quyén chinh:

e Read (r): quyén doc néi dung file

e Write (w): quyén chinh sta file

e Execute (x): quyén chay file (d6i vdi file thuc thi)
Cac quyén nay dugc ap dung cho 3 déi tugng: Owner, Group , Others. Nghia la
moi file s& c6 3 nhém quyén tuang Ung véi 3 déi tugng trén.,

Vi du: Mét file c6 thé cé quyén
e Owner: dugc doc, ghi, chay

e Group: chi dugc doc
e Others: khéng cé quyén gi

Chmod va chown la gi ?

Chmod la I1énh dung dé thay d6i quyén truy cap cla file hoac thu muc déi vdi
owner, group va others. Théng qua chmod, ban cé thé quy dinh:

e Aidugc doc file
e Aidudc sua file
e Aidugc chay file
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Vi du: ban c6 thé cho phép owner c6 day dd quyén, group chi dugc doc,
va others khéng c6 quyén truy cap.

Trong Linux, quyén truy cap cla file c6 thé dugc biéu dién dudi dang bit nhi phan
(binary), trong dé moi quyén tuang (ng v&i mét bit:

e Read (r) =4 = 100 (binary)
o Write (w) = 2 = 010 (binary)
e Execute (x) =1 =001 (binary)

M01 nhoém quyén (Owner, Group, Others) duoc bleu dién bang 3 bit twong (g véi ba
quyén r (read), w (write), va x (execute). Mdi quyén s& tuong ng véi mot bit: r=1, w =
1, x=1.

Vi du, néu mot nhém c6 day di ca ba quyén r, w, x thi ta c6 dang bit 1 111 (binary). Khi
chuyén sang hé thap phan, gia tri nay tuong ing v614 +2 +1=17.

Do dé, khi muén cap day du quyén cho ca Owner, Group va Others, ta st dung
lénh:
chmod 777.

Lénh nay c6 nghia la ca ba nhdm Owner, Group va Others déu dugc cap day du
quyén doc, ghi va thuc thi trén file hoac thu muc.

Chown |a Iénh dung dé thay d6i ngudgi s& hitu (owner) va nhdm s& hitu (group)
clia file hoac thu muc. Diéu nay gilp ban kiém soat file thubc vé user nao va
group nao trén hé thong.

Vi du:

e Chuyén quyén s& hitu file sang mot user khac
Gan file vao mot group dé nhiéu ngudi trong nhom co thé truy cap
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Chuong 2: Cai dat Ubuntu lén
server vat ly

Chuang nay trinh bay quy trinh cai dat Ubuntu trén server vat ly, bao gém cac
budc tu tai file 1ISO, tao USB boot, khai déng va boot vao USB, cho dén cau hinh
cac tuy chon cai dat nhu ngén ng(r, keyboard va tao tai khoan. Noi dung gitp
ngudi doc nam dugc toan b cac budc can thiét dé trién khai mét hé théng
Ubuntu hoan chinh trén server.

Bat dau
14. Dowload file ISO
15. Burn file ISO vao USB disk

16. Kh&i dong server va boot vao USB disk
17. Cac option can chon

Dowload file ISO

Trudc tién, ban can tai file cai dat Ubuntu (file .iso) tU trang chinh thic cla
Ubuntu.
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Canonical Ubuntu Products ™ Use cases v Support v Community v Download Ubuntu v

Downloads Desktop  Server WSL  Core  Cloud

The open source desktop operating system that powers million
DOWﬂ loa d U b U n tU DeS ktO p around the world. Find out more about Ubuntu's features and t

developers and organisations below.

Discover Ubuntu Desktop Check out the blog »

The latest LTS version of UbOmgy, for desktop PCs and laptops. |
U b U ﬂ tU 2 4 o O 4 4 LTS term support — which means fivégars of free security and ma

extended to up to 15 years with Ubun

Intel or AMD 64-bit architecture 5

For other versions of Ubuntu Desktop including torrents, the network in
local mirrors, and past releases check out our alternative downloads.

l#.Noble Numbat

What's new System requirements How to install
@ New Desktop installer with support for autoinstall

A Nowr Ann Cantar and Firmurara |indatar annlicatinnce
Lua chon phién ban

o Ubuntu Server:
o Khong cé giao dién doé hoa (GUI)
o Chu yéu thao tac bang dong lénh
o TOi uu cho hé thdng server, nhe va it tai nguyén
« Ubuntu Desktop:
o Cb giao dién d6 hoa (GUI)
o Cho phép thao tac truc quan bang chuét va ctra s6

o Dé st dung, dac biét khi mai lam quen hoac muén theo déi hé
théng qua giao dién

o Cb cac cdng cu san nhu trinh duyét, file manager, system monitor
dé: Theo d&i CPU, RAM, Disk,... Quan ly file truc quan va cdu hinh hé
théng dé dang hon.

Trong truéng hop nay, ban chon Ubuntu Desktop vi:

« Co giao dién do hoa giup thao tac dé hon
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« Thuan tién theo d&i cac thong s6 hé théng

« Phu hgp khi ban muén quan ly server theo cach truc quan thay vi chi dung
dong lénh

Burn file ISO vao USB disk
Dé cai dat Ubuntu, ban can tao mot USB bootable tir file ISO d& tai. USB nay sé
dugc dung dé khdi dong va cai hé diéu hanh I1én server.

Yéu cau:
« USB dung lugng téi thiéu 8GB

o Sao luu dit liéu trong USB (vi sé bi x6a toan bo)
Cach dung Rufus dé thuc hién trén Windows

Budc 1: Tai Rufus

« Truy cap trang chinh thic cta Rufus

« Tai phién ban mdi nhat (khéng can cai dat, chay truc tié€p file .exe)
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Dan can phal (2 _
ban can lam viéc trén hé théng chwa cai dat HBH
ban can nap BIOS hodc phan mém I5i khac tir DOS
ban muén chay tién ich cap thap

Méc du c6 kich thwée nhé, Rufus co thé cung cap moi thiv ban can!

MGt danh sach chwa day da cla cac tép 1ISO dwoc hé tro cling dwoe cung cap & cudi f

Tai xudng

Phién ban méi nhat:

rufus-4.13.exe Chuén Windows x64

Phién ban

di déng Windows x64

rufus-4.13p.exe

rufus-4.13_x86.exe Chuén Windows x86
rufus-4.13_armé4.exe Chuén Windows ARM64

Phién ban khac (GitHub)

Yéu cau hé thong:

Windows 8 hodc mé&i hon. Chi can mét 13n tai xudng Ia tng dung da san sang dé st d

Buéc 2: Cam USB vdao may

« Cam USB vao may tinh

o Dam bdo may da nhan USB

v [ This PC

> em Windows (C3)

> e UBUNTU 24_0 (D)
> == UBUNTU 24_0 (D)

> ‘h Network

» Q Linux
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Buéd'c 3: M6 Rufus va cdau hinh
Khi m& Rufus, ban sé thay giao dién vé&i cac muc cau hinh:

o Device
o Chon didng USB ban vira cam
« Boot selection
o Nhan SELECT
o Chon file ISO Ubuntu da tai (vi du: ubuntu-22.04-desktop-amd64.iso)

« Partition scheme: Chon MBR (dung cho BIOS Legacy).GPT khong dung
dugc trong trudng hgp nay.

# Rufus 4.13.2316 = X

Drive Properties

Device
ESD-ISO (D) [16 GB] w

Boot selection
ubuntu-24.04.4-desktop-amdé4.iso 2 Q\; SELECT |+

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MBR v BIOS or UEFI v

% Show advanced drive properties

Format Options

Volume label
Ubuntu 24.04.4 LTS amd64

File system Cluster size
FAT32 (Default) v 8192 bytes (Default) v
% Show advanced format 0&
Toggle advanced options
Stuvas |
REAQY,
WHOR3E START CLOSE

Using image; ubuntu-24.04.4-desktop-amde4.iso
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Budc 4: Bat dau tao USB boot

o Nhan Start

o Rufus sé canh bao dif liéu trong USB sé bi xda — chon OK

« Chdg qua trinh hoan tat (vai phut)

& Rufus 4.13.2316

Drive Properties

Device

UBUNTU 240 (D:) [16 GB]

Boot selection
ubuntu-24.04.4-desktop-amdé4.iso

Persistent partition size

Partition scheme Target system

MEBR BIOS or UEF

v

0 (Mo persistence)

Format Options

Volume label
Ubuntu 24.04.4 LTS amd64

File system Cluster size

FAT32 (Default) 8192 bytes (Default)
v

Status

N Copying SO files: 0.1%

L

D:\boot\grub\i386-pc\gcry_md4.mod (3.0 KB)

Budc 5: Sau khi qua trinh burn dir liéu hoan tat, ban sé thay man hinh sau
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4 Rufus 4.13.2316 = X

Drive Properties

Device
Ubuntu 24.04.4 LTS amd64 (D:) [16 GB] v

Boot selection
ubuntu-24.04.4-desktop-amd64.iso i @ SELECT  |=

Persistent partition size

[ ] 0 (No persistence)

Partition scheme Target system
MBR ~ BIOS or UEFI ~

% Show advanced drive properties

Format Options

Volume label
Ubuntu 24.04.4 LTS amdé&4

File system Cluster size
FAT32 (Default) ~ 8192 bytes (Default) ~

v Show advanced format options

Status
DO = CLOSE

1 device found

Khai dong server va boot vao USB disk
Sau khi da tao USB boot, ban tié€n hanh khdi dong server va chon boot tir USB dé
bat dau qua trinh cai dat Ubuntu.

Huéng dan thuc hién
Buéc 1: Cam USB va khéi déng may

o Cam USB boot vao server

« Bat ngudn hoac khdi déng lai may
Buéc 2: Truy cdp Boot Menu

e Ngay khi may vura khai déng, ban can nhan phim dé vao Boot Menu (tuy
tung dong may). Thudng gap: F2 / F10 / F12 / ESC / DEL.

18/91



e Nhan lién tuc phim nay ngay khi bat may (trudc khi hé diéu hanh e

khdai déng)
Sau do:

e MOt menu sé hién ra
e Chon thiét bj boot la USB (USB Storage / USB HDD / tén USB)

Hewlett-Packard Setup Utility
Security Power Advanced

Device Configuration
Storage Options

Boot Order

UEFI Boot Sources
»USB Floppy/CD
USB Hard Drive
ubuntu
UEFI 0S8
Legacy Boot Sources
USB Floppys/CD
Hard Drive
USBE Hard Drive
MKNSSDTR240GB
Network Controller (IBA GE Slot 00C8 vw1403)

FS=Disabled, Enter=Drag, Fl0=Accept, ESC=Cancel

Luu y: Tha ty ban thdy trén man hinh ( USB Floppy/CD, USB Hard Drive, ubuntu va
UEFI OS) la thu tu BIOS uu tién tai hé diéu hanh vao server. Vi USB Floppy/CD
khéng c6 nén BIOS sé boot hé diéu hanh tu UBS Hard Drive ma ban dang cam vao
server.

Buéc 3: Luu va khai dong lai

e Nhan Save va Exit
e May sé restart
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Cac option can chon
Sau khi boot vao USB, hé théng sé hién thi trinh cai dat Ubuntu. Ban can thuc
hién lan luct cac budc cau hinh sau:

Buéc 1: Chon ngén ngir

e Chon English

Choose your language:

Ubuntu

Bud'c 2: Keyboard layout

e Chon English hodc layout phu hgp vé&i ban phim ban dang st dung
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Select your keyboard layout Detect

ith Africa)

Esperantt

Estonian

select your keyboard variant: English (US) v

Bud'c 3: Profile setup

Ban can tao tai khoan hé théng:

« Name: tén hién thj
« Server name: tén may trong mang (Vi du: Z230)
« Username: tai khoan dang nhap

o Password: mat khau
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Create your account

Create your account
ubuntu ®
ubuntu 'Lr;"_"/l"-i"":ﬂ.te\'.f‘».‘:n’v:.:t::t‘ow V]
ubuntu

Bué'c 4: Hoan tat cai dat
o Hé théng sé tién hanh cai dat Ubuntu
« Qua trinh nay c6 thé mat vai phat
Sau khi hoan tat:
e Chon restart

o Rt USB ra khi may reboot
Luu y: Néu khéng rat USB, mdy cé thé boot lai vao trinh cai ddt thay vi hé diéu
hanh vua cai
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the installat cantinue teskind.
art L t . :
i | &
AT 3

Bué'c 5: Sau khi restart, ban dung username va password dé céu hinh dé truy
cap vao may
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Sau khi cai dat hoan tat, ban sé nhin thay giao dién cta ubuntu
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Chuong 3: Cong cu can thiét trén
Windows

Chuang nay gidi thiéu cac cong cu can thiét trén Windows phuc vu cho viéc két
néi va lam viéc vdi server tu xa, bao gom SSH, quan ly file va tao khoa xac thuc.
Cac cdng cu nay giup ngudi dung thiét lap két noi, truyén tai di liéu va thao tac
vGi server mot cach thuan tién, an toan va hiéu qua.

Cac céng cu nay dugc st dung thudng xuyén trong thuc té€, cé nhiéu uu diém so
v@i cac cong cu khac.

NOiI dung

18. PUTTY: tao SSH key pair
19. Filezilla: dung dé quan ly va transfer file
20. Tabby terminal: dung dé SSH vao server

PuTTY: tao SSH key pair

PUTTY la cdng cu phé bién trén Windows dung dé tao va quan ly SSH key pair

phuc vu cho viéc xac thuc khi két noi dén server. SSH key pair bao gom mét cap
khoéa: private key (khda bi mat, can dugc gilr bi mat khong cho ngudi khac biét)
va public key (khoa cong khai, dugc dua |én server hodc chia sé v&i moi ngudi).

Khi s&t dung PuTTYgen (cdng cu di kém PuTTY), ngudi dung cé thé tao SSH key
pair bang cach chon loai key (thudng la RSA hodc Ed25519), sau dé tién hanh tao
key va luu lai cap private key/public key dudi dinh dang .ppk/.pub. Public key sé
dugc sao chép va thém vao file authorized_keys trén server.

Viéc st dung SSH key pair gilp tang cudng bao mat, thay thé cho viéc dang
nhdp bang mat khau truyén théng, déng thai gitp qua trinh dang nhap vao
server trd nén an toan haon.
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Huéng dan sir dung PuTTY:
Budc 1: Download PuTTY tu trang chu va cai dat

[1 % putty.org/index.html el Y A

Download PuTTY

PuTTY is an SSH and telnet client, developed originally by Simon Tatham for the

Windows platform. PUTTY is open source software that is available with source code and
is developed and supported by a group of volunteers.

Download PuTTY

Buéc 2: M3 PuTTYgen (cong cu di kém PuTTY dung d€ tao key pair). Chon thuat
toan dé khdi tao key pair la RSA va chiéu dai bit la 2048.

B® PUTTY Key Generator ?

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair 9 l Generate

Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type ofkey to generate: . ) )
ORsA é (O DsA ()ECDSA () EdDSA () 8SH-1(RSA)

Mumber of bits in a generated key: __'9 2048
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Buéc 3: An nit Generate va di chuyén chudt lién tuc trong pham vi e
window ctia PuTTY Key Generator ( luu y: chi khi nao ban di chuyén chuét trong

clra s6 PUTTY thi thanh qué trinh mau xanh méi hoat déng).

B® PuTTY Key Generator ? X

File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type of key to generate:
RSA DSA ECDSA EdDSA SSH-1(RSA)

MNumber of bits in a generated key: 2048

Budc 4: Sau khi hoan tat qua trinh, ban sé nhan dugc key pair nhu hinh (public
key va private key). Chon ndt “save public key” dé€ luu public key.
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E PuTTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa AAAABINzaClyc2ZEAAAADAQABAAABALCH
+fooNsi/nd3f6quzmDAjpEZUecdMvLMcpgFnjjmgdykfiRhgAUyp8H+BIUYy 70Z8%xuoUyhLF3/n9F suk T+EmblUx
+OxTPc20FBWHKJIP 7reNjJ3gBWEloolaBXIZ5Xkxi/6z5F SVUSOCBeGNBNMEB Ty/igU8zMe45L gd23Zydstmlibhl
HWD2xqgSVNLJIVB]jbhatOLwgQGvXkn

+EUsEB4eY gskU77QAvINDYSH3UdCDw2QgqjrbPuvXr/fs30605HRpPwSvITOP gksiR J+h

Key fingerprint ssh-rsa 2048 SHAZ256:H+FGhlEgBsFdY|jPGKp9BH.J6ziKJ9bVkyBP mGg8jRHY
Key comment: rsa-key-20260401
Key passphrase:

Confirm passphrase:

Actions
Generate a public/private key pair Gen
Load an existing private key file Lc
Save the generated key Save public key Save pr
Parameters
Type of key to generate:
ORsA (ODSsA (O ECDSA () EdDSA () ssH-
2048

Mumber of bits in a generated key:

Budc 5: Luu public key v&i dudi “.pub” trong thu muc ban mong muon
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E Save public key as:

& S v D ~ » Documents > Viscom > Temp hd (@] Search Temp
Organize ~ MNew folder

L
> @ OneDrive Name Date modified Type

No items match your search.
Bl Desktop »

- Downloads #

— Documents &

P9 pictures »

@ Music »

File name: | a.pub

Save as type: All Files (*%)

~ Hide Folders

Budc 6: Chon “save private key” va luu v&i dudi “.ppk”
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E Save private key as:

« > v 1 > Documents > Viscom > Temp v O Search Temp
Organize - New folder
> @ OneDrive Name Date modified Type

Mo items match your search.

Bl Desktop »
J Downloads #
— Documents #

Pq pictures »

File name: ‘ a|

Save as type: PuTTY Private Key Files (*.ppk)

+ Hide Folders

Buéc 7: Copy phan key dugc boi vao file "authorized_keys” dé tién dua Ién server
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E PuTTY Key Generator

File Key Conversions Help

Key
Public key for pasting into OpenS5SH authorized_keys file:

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCH
+fooMNsix93fBquzmDAjpeZUeodhMvLMcpgFnjmgdykftRhgAlUyp8H+BIUy 7028XxuolyhLF3/n9F suk T+EmblLA
+{0xTPc20F8WKJP7mxNjJ3gBWEloolaBXIZ5Xkxif625F SWVUSOCBe GNBNMB Ty/igU8zMe45Lgd237ydstmlbh
HWD2xqgSVMNLJVEbhgtOLwgQGvXkn
EUs5B4eYgskU77QAvINDYSH3UdCDw2QgqrbPuvXr/f530605HRpPwSvITOP gksiRJ+h

Key fingerprint ssh-rsa 2048 SHA256:H+FGhl6gEsFdY|jPGKpIBHJ6ziKJObVkyEPmGg8jRHY
Key comment: rsa-key-20260407
Key passphrase:

Confirm passphrase:

Actions
Generate a public/private key pair Ger
Load an existing private key file Lt
Save the generated key Save public key Save pi
Parameters
Type of key to generate:
ORsA ()DSA (_JECDSA (JEdDSA ()8SH
Mumber of bits in a generated key: 2048

Buéc 8: Kiém tra lai key pair da khdi tao trong thu muc

MName a Date maodified Type Size
ﬁ a.ppk S1/2026 1:.05 PM PUTTY Private Key ... 2 KB
@ a.pub 4172026 1:.03 PM Microsoft Publishe... 1 KB
| D authorized_keys 4/1/2026 2:00 PM File 1 KB

Luu y: Private key (khoda riéng) la thong tin bao mat quan trong, can dugc luu tri
can than va tuyét déi khéng chia sé, vi n6é dugc st dung dé xac thuc khi két néi
dén server. Ngugc lai, Public key (khda cdng khai) c6 thé dugc chia sé va dugc cai
dat trén server d€ cho phép cac két néi hgp 1é tur phia ngugi dung.
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Filezilla: dung dé quan ly va transfer file

FileZilla 1a cong cu giGp ban gui va nhan file gitta may tinh va server. Ban c6 thé
upload (dua file 1én server) hodc download (tai file vé may) mét cach dé dang.
Ngoai ra, FileZilla con giup ban xem va quan ly cac thu muc trén server giéng
nhu dung File Explorer trén Windows, nén rat dé sir dung, khdng can ding lénh
phuc tap.

Huéng dan sur dung FileZilla:
Budc 1: Download FileZilla tu trang chu va cai dat

o, filezilla-project.org/download.php?type=client

EFlIeZ|IIaT.,efrm..m

Promotion:

FileZilla*Pro 0
[AfilezllaPro @ 5

Home

FileZilla
Features
Screenshots
Download
Documentation
FileZilla Pro
RemoteDrive

Download FileZilla Client for Windows (64bit x86)

FileZilla Server The latest stable version of FileZilla Client is 3.69.6

Download

Community

Forum
Wiki
General

Please select the file appropriate for your platform below.

© windows (64bit x86) ‘&

Download

FAQ

Support

Contact

License

Privacy Policy
Trademark Policy

Development

Source code
Nightly builds
Translations

| | /

This installer may include bundled offers. Check below for more options.

FileZilla Client

The 64bit versions of Windows 11 are supported.
$ More download options

Bar » v
Other platforms: "3; nn

Buéc 2: M3 cong cu FileZilla va dién cac théng tin trong 6 mau do dé két néi véi
server.
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Luu y: Khi chua c6 phuang thiic xac thuc bang keypair, ban tam st dung

username va password cla server dugdc cung cap.

FileZilla — E] X
File Edit View Transfer Server Bookmarks Help

J_u" & '"“"«-"\GTHO % :‘EEQ =l !

Host:  192.168.1.168 Username: ubuntu Password: eesesss Port: 22

Quickconnect

Local site; | CA\Users\GIGABYTE\ ~
tmp
=52 Users
---;. All Users
- Default
-2 Default User
-7 GIGABYTE
-7 Public
- Windows
Filename : Filesize Filetype Last maoc Filename . Filesize Filetype Last madifi.. Permis
android File folder 2/11,202 Not connected to any server
.antigravity File folder 2/6/202¢
arduinolDE File folder 10/27/2C
AWS File folder 8/1/202%
26 files and 62 directories. Total size: 42,006,584 bytes Mot connected.
Server/Local file Direc.. Remote file Size Priority Status

Queued files | Failed transfers Successful transfers

™ Queue: empty e

Buéc 3: Sau khi két néi thanh cong dén server, giao dién FileZilla sé hién thj toan
boé thu muc va file trén server. TUr day, ban cé thé thao tac véi cac file (copy, xda,

upload, download,...) mét cach dé dang, tuang tu nhu khi lam viéc trén Windows
(Nhirng 6 & bén trai la thu muc trén may ngudi dung, 6 bén phai la thu muc trén

server).
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sftp://ubuntu@192.168.1.168 - FileZilla
File Edit View Transfer Server Bookmarks Help

TTRIORO L IFAase

Host:  sftp://192.168.1.1t Username: ubuntu Password: eessess Port: [

g v‘

Status: Connected to 192.168.1.168
Status: Retrieving directory listing...
Status: Listing directory /home/ubuntu

Status: Directory listing of "/home/ubuntu” successful
Local site: | C\Users\GIGABYTE\ ~ | Remote site: | /home/ubuntu
@0 tmp = 7 /
=77 Users &2 home
G- All Users G-7 ubuntu
i Default
Default User
- GIGABYTE
&-- Public
- Windows
Filename . Filesize Filetype Last moc Filename . Filesize Filetype
android File folder 2/11/202 .cache File folde
.antigravity File folder 2/6/202¢ .config File folde
arduinolDE File folder 10/27/2C dotnet File folde
aWs File folder 8/1/2025% .gnupg File folde
26 files and 62 directories. Total size: 42,006,584 bytes 9 files and 21 directories. Total size: 5,782,1€
Server/Local file Direc.. Remote file Size Priority Status

—‘ Queued files 1 Failed transfers 1 Successful transfers I

o @ Queue: ¢

Buéc 4: Copy Public key ban vira tao & trén vao folder .ssh trén server bang cach
kéo tha file authorized_keys
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ﬁ sftp://ubuntu@192.168.1.168 - FileZilla

File Edit View Transfer Server Bookmarks Help

BT TRIOBRO WL TS

Host:  sftpy//192.168.1.1¢

Username: ubuntu

Password: essess

Quickconnect | ¥

Starting upload of C\Users\GIGABYTE\Documents\Viscom\Temp\authorized_keys

Status:
Status: File transfer successful, transferred 380 bytes in 1 second
Status: Disconnected from server
Status: Deleting "/home/ubuntu/.ssh/a.pub”
Local site: | C:\Users\GIGABYTE\Documents\Viscom\Temp', ~ | Remote site: | /home/ubuntu/.ssh
- PDF Document 7 local
-7 System App -2 .mongodb
Txt Draft T
=52 Viscom -2 pki
Documents —
Raspango | -2 wscode
Temp 7 bin
Visual Studio 2022 "2 Desktop
A . . N~ .
Filename Filesize Filetype Last modified Filename Filesize Filetype Last modif
Q a.ppk 1,458 PuTTY Private .. 4/1/2026 1:05:... D authorized_keys 477 File 41172026 2
@ a.pub 477 Microsoft Publ... 4/1/2026 1:03: X
[ authorized_keys 477 File 4/1/2026 1:50:.. |
3 files. Total size: 2,412 bytes Selected 1 file. Total size: 477 bytes
Server/Local file Direc.. Remote file Size Priority Status
Queued files Failed transfers Successful transfers (13)
20

Tabby terminal: dung dé SSH vao server

Tabby Terminal la cong cu dung dé két néi dén server thdng qua SSH. Sau khi
nhap thong tin nhu dia chi IP, username va SSH key (hodc mét khau), ban cé thé

truy cap va thuyc hién cac Iénh tryc ti€p trén server.

So véi viéc dung CMD thong thudng, Tabby c¢6 nhiéu uu diém nhu: luu lai lich sur
két ndi dé lan sau truy cap nhanh han, quan ly nhiéu phién lam viéc cung ldc
theo dang tab, giao dién dé nhin va hé trg cau hinh linh hoat. Nh& dé, viéc két

nGi va lam viéc véi server trd nén nhanh chong va thuan tién hon.

Huéng dan sir dung:

Buéc 1: Download Tabby terminal tur trang chu va cai dat
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[1 % tabbysh e P L _L

bby Features GitHub

A terminal for the

modern agelj

Tabby is an infinitely customizable cross-platform terminal app for local
shells, serial, SSH and Telnet connections.
Here's a demo ®&

Buéc 2: Sau khi truy cap Tabby terminal, ban sé thay giao dién nhu hinh. Thanh
cdng cu bén trai dung dé cau hinh cac chlc ndng clia Tabby. Profile dung dé luu
lai cac cdu hinh truy cap trudc vao cac server (c6 thé st dung lai dé tiét kiém thai
gian).
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Settings

Profiles

PROFILES ADVANCED

@ Profiles & connections

. | Default profile for new tabs Server 1
_lermina

Q

v Ungrouped
& Serveri

> Built-in

Buéc 3: Chon nut New dé tao két néi mai. Sau dé chon loai két néi la SSH, dé két
noi dén server.
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CMD (clink) cmd.exe
CMD (stock)
) Developer Prompt for VS 2022
Git Bash
¢ MSYS2 (CLANGE4)
e MSYS2 (MINGW64)
¢ MSYS2 (MSYS)
it MSYS2 (UCRT64)
0S default (WSL / docker-desktop)
5 PowerShell
== Raw socket connection
&3 SSH connection

{8 Serial connection

&5 Telnet session

& WSL /Default distro

Buéc 4: Ciu hinh cac trudng théng tin sau dé két néi vai server. ( Nhitng cho
mau do la nhitng thong tin can phai dién). Trong dé:

e Name la tén cho profile truy cap

e Group la nhdm chua profile nay

e Host la dia chi IP cla server

e Port la cng két néi SSH, mac dinh la 22 (nhap dung céng server dang

dung).

e Username la tén user trén server dé dang nhap (vi du: ubuntu, root).

e Private key la khéa bi mat ma ban da tao & trén.
Luu y: Vi & trén da copy public key 1én server roi nén gid tang dung key dé xac
thuc (khéng dung password)
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Server 1

Name GENERAL PORTS ADVANCED CIPHERS COLORS LOGIN SCR

Server 1 INPUT

Group Connection Host

192.168.1.168

Icon Username

fas fa-desktop ubuntu

Authentication method

O

Disable dynamic tab title
Password

When a session ends
Private keys

P file://C:\Users\GIGABYTE\Docu ments\Viscom\Temp\a.ppk

Clear terminal after connection -

Save

Buéc 5: Sau khi két n6i thanh céng, giao dién tabby sé hién ra terminal cua

server. Ban dung terminal nay dé tuong tac véi server
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® ubuntu@192.168.1.168:22

Welcome to Ubuntu 24.04.3 LTS (GNU/Linux 6.14.8-37-generic x86 64)

* Documentation: https://help.ubuntu.com
* Management : https://landscape.canonical.com
* Support: hittps://ubuntu. com/pro

Expanded Security Maintenance for Applications is not enabled.

178 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update
Last login: Mon Dec 22 17:25:48 2025 from 192.168.1.72

ubuntu@z23e:~$ |]
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~T - - - = - A Vi ~lf
Chuong 4: Cau hinh va cai dat phan
mém can thiet
Chuadng nay trinh bay cac budc cai dat va cau hinh cac céng cu quan trong nhu
OpenSSH, Git, Nginx va Certbot, dong thdgi thiét [ap cac bién phap bao mat nhu

tat dang nhap bang mat khau va bat firewall. Cac ndi dung nay nham dam bao
hé théng hoat déng 6n dinh, an toan va san sang cho viéc trién khai thuc té.

NOI dung

21. Cai dat OpenSSH

22. Tat chlc nang dang nhap bang password
23. Bat firewall

24. Cai dat git

25. Cai dat nginx

Cai dat OpenSSH
OpenSSH 1a bé céng cu dung dé két ndi va quan ly server ti xa théng qua giao
thdc SSH.

Huéng dan cai dat:

Buéc 1: Cap nhat va cai dat OpenSSH. Sur dung lénh:
sudo apt update

sudo apt install openssh-server -y

Buéc 2: Kiém tra dich vu

sudo systemctl status ssh
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Bud'c 3: Khai déng dich vu SSH ngay lap tic

sudo systemctl start ssh

Budc 4: Tu déng khéi déng SSH mai khi may boot

sudo systemctl enable ssh

Budc 5: Kiém tra két néi tir mdy khdc bang FileZilla dé duoc huéng dan:

Host:  [192.168.1.168 Username: ubuntu Password: eessee Port: 22 Quickconnect | ¥

Status: Connected to 192.168.1.168

Status: Retrieving directory listing...

iStatus: Listing directory /home/ubuntu

Status: Directary listing of "/home/ubuntu” successful

Local ;ite:| C\Users\GIGABYTE\Documents\Viscom\Temp' ~ | Remote site: | /home/ubuntu ~

Temp =R
Visual Studio 2022 5172 home
L Downloads =~ ubuntu
Favorites
gitlab
Links
Local Settings
miniconda3

Tat chirc nang dang nhap bang password

Muc tiéu cua budc nay la tang cudng bao mat cho hé théng bang cach vo hiéu
hda dang nhap bang mat khau trong OpenSSH, chi cho phép truy cap thdng qua
SSH key. Viéc nay gitp han ché nguy cc bi tdn cong do méat khau va nang cao
mdc d6 an toan cho server, ddc biét khi hé théng dugc trién khai trén méi trudng
mang cong khai.

Huéng dan thuc thi:

Buéc 1: Copy public key vao thu muc .ssh trén server bang FileZilla nhu da
huéng dan.
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ia sftp:/fubuntu@192.168.1.168 - FileZilla

View Transfer Server Bookmarks Help
'“"*“IGTHO x f«li.ﬁi ..

Password:

File Edit

Host:  192.168.1.168 Username: ubuntu sessee

Port: 22 Quickconnect | ¥

File transfer successful, transferred 380 bytes in 1 second

Status:
Status: Retrieving directory listing of "/home/ubuntu/.ssh"..
Status: Listing directory /home/ubuntu/.ssh
Status: Directary listing of "/home/ubuntu/.ssh” successful
Local site: ‘ C\Users\GIGABYTE\Documents\Viscom\Temp' ~ | Remote site: | /fhome/ubuntu/.ssh
Temp = ubuntu
Visual Studio 2022 ? cache
_J; Downloads 7 .config
Favorites 7 Jocal
gitlab .ssh
Links 7 Desktop
Local Settings 7 Documents
miniconda3 7 Downloads
e - e TP

Filename Filesize Filetype Last modified

‘Q‘ a.ppk 1458 PuTTY Private.. 4/1/2026 1:05:.
@a‘pub 477 Microsoft Publ..  4/1/2026 1:03:..
D authorized_keys 380 File 4/1/2026 2:06....

Filaname/\ Filesize Filetype Last modifi... Permissi...

380 File 4/6/2026 3. -rw-------

D authorized_keys

Ow

Buédc 2: Két néi vao server bang Tabby terminal bang private key (dé huéng

dan).
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X

® ubuntu@192.168.1.168:22

Welcome to Ubuntu 24.84 LTS (GNU/Linux 6.8.8-31-generic x86 64

* Documentation: htips://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

1 device has a firmware upgrade available.

Run ~fwupdmgr get-upgrades  for more information.

Expanded Security Maintenance for Applications is not enabled.

@ updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

1 device has a firmware upgrade available.
Run ~fwupdmgr get-upgrades” for more information.

Last login: Mon Apr 6 15:27:34 2026 from 192.168.1.126
ubuntu@ubuntu-HP-Z238-Tower-Workstation:~%

Buéc 3: Cai vim ( céng cu hé trg chinh sira file) bang lénh
sudo apt update

sudo apt install vim -y

Buédc 4: Mg file sshd_config dé cdau hinh ssh bang lénh
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sudo vim /etc/ssh/sshd config

Sau khi c6 thanh cong, ban sé xem dugc ndi dung trong sshd_config
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Server 1

® ubuntu@192.168.1.168:22

#GSSAPIAuthentication no
#GSSAPICleanupCredentials yes
#GSSAPIStrictAcceptorCheck yes
#GSSAPIKeyExchange no

# Set this to 'yes' to enable PAM authentication, account processing,
# and session processing. IT this is enabled, PAM authentication will
# be allowed through the KbdInteractiveAuthentication and

# PasswordAuthentication. Depending on your PAM configuration,

# PAM authentication via KbdInteractiveAuthentication may bypass

# the setting of "PermitRootLogin prohibit-password”.

# It you just want the PAM account and session checks to run without
# PAM authentication, then enable this but set PasswordAuthentication
# and KbdInteractiveAuthentication to "no".

UsePAM yes

#AllowAgentForwarding yes
#AllowTcpForwarding yes
#GatewayPorts no
X11Forwarding yes
#X11Displayoffset 10
#X11UseLocalhost yes
#PermitTTY yes

PrintMotd no
#PrintlLastlog yes
#TCPKeepAlive yes
#PermitUserEnvironment no
#Compression delayed
E(:lientAliveInterval (]
#ClientAliveCountMax 3
#UseDNS no

#Pidrile /run/sshd.pid
#MaxStartups 10:30:100
#PermitTunnel no
#ChrootDirectory none
#VersionAddendum none

# no default banner path
#Banner none

Budc 5: Chinh sua cac dong sau
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PasswordAuthentication no

PermitRootLogin no

Sau khi chinh cac dong trén vé no, ban nhan nut “Esc” trén ban phim. Sau dé
nhan ":wq" va "Enter” dé luu thay déi.

Buéc 6: Khéi déng lai SSH bang lénh

sudo systemctl restart ssh

Buéc 7: Kiém tra két néi bang password bang FileZilla, ban sé thdy khéng
két néi duoc.

Host: sftp://192.168.1.1¢ Username: ubuntu Password: eesese Port: Quickconnect | ¥
Status: Using username "ubuntu”.

Error: Could not connect to server

Status: Waiting to retry...

Status: Disconnected from server

Local site: | C\Users\GIGABYTE\Documents\Viscom\Temp\, v

+-_ Others

;— -~ PDF Document

& System App

LT Tt Draft

— -2 Viscom

I + Documents

& Raspango
Temp

Bat firewall

Trong Ubuntu, tudng Ia dugc quan ly bang UFW (Uncomplicated Firewall). Viéc
bat firewall gip ki€m soat cac két néi ra vao hé théng, chi cho phép nhiing dich
vy dudc cau hinh trudc hoat déng. Trudc khi kich hoat, can cho phép cac dich vu
can thiét nhu SSH dé tranh mat két ndi tir xa. Diéu nay gilp tang cudng bao mat
va han ché cac truy cap trai phép vao server.

Huéng dan cai dat:

Buéc 1: Cai dat UFW bang lénh
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sudo apt insall ufw -y

Buéc 2: Cho phép SSH vdo server bang lénh

sudo ufw allow OpenSSH

Buéc 3: Bdt Firewall bang lénh

sudo ufw enable

Bué'c 4: Kiém tra lai trang thdi Firewall

sudo ufw status

Sau khi cai dat va cau hinh thanh céng, ban sé thay :

ubuntu@ubuntu-HP-Z230-Tower-Workstation:~$ sudo ufw status
Status: active

From

OpensSSH Anywhere
OpenSSH (v6) Anywhere (v6)

ubuntu@ubuntu-HP-Z23@-Tower-Workstation:~%

Cai dat git
Git la hé théng quan ly phién ban gilp theo déi thay déi ma ngudn, hoé trg 1am
viéc nhodm va quan ly cac phién ban cua dy an. Git cho phép luu lich st chinh sura,
quay lai phién ban trudc va lam viéc véi nhiéu nhanh (branch), déng thai dé dang
déng b véi cac nén tang nhu GitHub hoac GitLab.

Huéng dan cai dat:
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Buéc 1: Cai ddt git bang lénh sau
sudo apt update

sudo apt install git -y

Buéc 2: Kiém ta lai phién ban cai ddt
git --version

Sau khi cai dat xong git, ban sé thay man hinh sau

ubuntu@ubuntu-HP-Z230-Tower-Workstation:~% git --version
git version 2.43.0

ubuntu@ubuntu-HP-Z23@-Tower-Workstation:~% I

Cai dat nginx

Nginx la mot web server dung dé xi ly cac yéu cau tu trinh duyét (HTTP/HTTPS)
va tra vé néi dung web. Ngoai ra, Nginx con co thé chuyén tiép yéu cau dén cac
iing dung phia sau (reverse proxy), giup hé théng hoat déng 6n dinh va hiéu qua
hon khi trién khai thuc té.

Huéng dan cai ddt:
Buéc 1: Cai ddt Nginx bang lénh sau:
sudo apt update

sudo apt install nginx -y

Buéc 2: Chay Nginx ngay lép tirc bang lénh

sudo systemctl start nginx
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Budc 3: Dam bado nginx luén tu déng chay méi khi server khdi déng

bang lénh

sudo systemctl enable nginx

Buédc 4: Kiém tra lai trang thdi cua nginx bang lénh

sudo systemctl status nginx

Khi tai thanh cong nginx, ban sé thay

ubuntu@ubuntu-HP-Z230-Tower-Workstation:~% sudo systemctl status nginx
e nginx.service - A high performance web server and a reverse proxy server

Loaded:
Active:
Docs:
Process:
Process:
Main PID:
Tasks:
Memory :
CPU:
CGroup:

active (running) since Mon 2026-84-06 16:50:20 +97; 37s ago
man : nginx(8)

54 ExecStartPre=/usr/sbin/nginx -t -q -g daemon on; master process on; (cod
6156 ExecStart=/usr/sbin/nginx -g daemon on; master process on; (code=exited,
6157 (nginx)

5 (limit: 18812)

3.7M (peak: 4.3M)

16ms
/system.slice/nginx.service

Apr 06 16:50:20 ubuntu-HP-7230-Tower-Workstation systemd[1]: Starting nginx.service - A hi%i
k

Apr 96 16:50:20 ubuntu-HP-7230-Tower-Workstation systemd[1]: Started nginx.service - A hig
lines 1-19/19 (END
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Chuong 5: Deploy Raspango

Chuang nay trinh bay cac budc trién khai hé thdng Raspango |én server mét
cach tuan tu. Quy trinh bao gom chuéan bi thu muc, 1ay ma ngudn, cau hinh
uUWSGI va Nginx, thiét lap moi trudng, cai dat cac thu vién can thiét va khéi déng
web server. Ngudi doc c6 thé thuc hién lan lugt theo cac budc dé trién khai hé
théng mét cach nhanh chéng va hiéu qua.

NOiI dung

26. Tao folder can thiét

27. Clone source code

28. Cai dat Environment

29. Cai dat package

30. Copy config uwsgi va nginx
31. Start webserver

Tao folder can thiét

Trudc khi trién khai hé théng, can tao cau trdc thu muc phu hgp trén server dé
luu trlr ma ngudn va cac thanh phan lién quan. Viéc té chirc thu muc ddng chuan
gilp dé quan ly, ddm bao quyén truy cdp va thuan tién cho viéc ciu hinh cac dich
vu nhu Nginx va uWSGI. Trong budc nay, thu muc chinh cta project sé dugc tao
trong hé thdng va thiét lap quyén can thiét dé€ phuc vu cho cac budc trién khai
tiép theo.

Huéng dan thuc hién:

Buéc 1: Dung Tabby terminal dé truy cép vdo server
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® ubuntu@192.168.1.168:22

Welcome to Ubuntu 24.@4 LTS (GNU/Linux 6.8.8-31-generic x86
* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

Expanded Security Maintenance for Applications is not enableg

@ updates can be applied immediately.

Enable ESM Apps to receive additional future security update:
See https://ubuntu.com/esm or run: sudo pro status

Last login: Tue Apr 7 10:37:22 2026 from 192.168.1.126
ubuntu@ubuntu-HP-Z230-Tower-Workstation:~% I

Buéc 2: Quay vé thu muc géc bang lénh

cd /

Bué'c 3: Tao thu muc project bang lénh

sudo mkdir -p /var/www/raspango

Luu y: /var/www/ thudng la thu muc dung dé luu project

Bué'c 4: Cdp quyén cho user cua ban bang lénh

sudo chown -R SUSER:SUSER /var/www
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Luu y: Mdc dinh, nhiéu lénh hé théng yéu cdu phai thém sudo (vi du: sudo

apt install, sudo systemctl restart nginx), vi chting cdn quyén quan tri (root). Lénh
nay dung dé chuyén toan b thu muc /var/www/ vé quyén s& hitu cua user hién
tai, giup ban chinh sua file ma khong cdn dung sudo.

Buéc 5: i vao thu muc bang lénh

cd /var/www/raspango

Buéc 6: Kiém tra thu muc bang lénh

pwd

NEU tao thanh céng, ban sé thay

ubuntu@ubuntu-HP-Z230-Tower-Workstation: /var/www/raspango$ pwd

/var /www/raspango

Clone source code

Sau khi da chuan bj thu muc lam viéc, budc tiép theo la tai ma ngudn cla dy an
tu hé théng quan ly phién ban vé server. Viéc clone source code giup dam bao
toan bo cau truc va lich st du an dugc dong bé chinh xac. Nguai ding co thé sur
dung giao thc HTTPS hodc SSH tuy theo quyén truy cap, sau do kiém tra lai cac
tép tin dé xac nhan ma ngudn da dugc tai thanh cong.

Source code:

https://github.com/thigiacmaytinh/Raspango.git

Huéng dan thuc hién
Buédc 1: Clone source code trén vé mdy bang lénh sau

git clone https://github.com/thigiacmaytinh/Raspango.git .
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1" n

Luu y: Ddu “.” cuéi dé clone truc tiép vao thu muc hién tai, khéng tao
folder con.

Buéc 2: Kiém tra lai bang lénh “Is”. Néu clone thanh céng, ban sé thdy:

ubuntu@ubuntu-HP-Z230-Tower-Workstation: /var/www/raspango$ 1s

install python library.bat README.md requirements.txt server start.bat start.sh

Cai dat Environtment

Viéc cai dat moi trudng gilp thiét lap cac thu vién va cong cu can thiét cho du an
trong mot khong gian riéng biét, tranh xung doét véi hé théng. Nha do, viéc phat
trién va trién khai ing dung tré nén én dinh, dé quan ly va nhat quan hon gita
cac moi truong khac nhau.

Huéng dan thuc hién

Buéc 1: Kiém tra méi truong python bang lénh

python3 --version

Ban sé thay phién ban python dugc cai mac dinh cho ubuntu

ubuntu@ubuntu-HP-Z230-Tower-Workstation: /var/www/raspango$ python3 --version

Python 3.12.3

Buoc 2: Cai ddt pip deé tai cdc géi thu vién

sudo apt install python3-venv python3-pip -y

Buéc 3: Tao méi truong do bang lénh

python3 -m venv venv

Buédc 4: Kich hoat méi truong do vira tao bang lénh

source venv/bin/activate
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Sau khi kich hoat, ban sé thay

ubuntu@ubuntu-HP-Z230-Tower-Workstation: /var/www/raspango$ python3 -m venv venv
ubuntu@ubuntu-HP-Z230-Tower-Workstation: /var/www/raspango$ source venv/bin/activate

(venv) ubuntu@ubuntu-HP-Z23@-Tower-Workstation: /var/www/raspango$ SI

Buéc 5: Cai ddt uWSGI bang lénh

pip install uwsgi

Sau khi cai dat thanh cong, ban sé thay

(venv) ubuntu@ubuntu-HP-Z23@-Tower-Workstation: /var/www/raspango$ pip install uwsgi
Collecting uwsgi

Downloading uwsgi-2.0.31.tar.gz (822 kB)

822.8/822.8 kB 4.5 MB/s eta ©:00:00

Installing build dependencies ... done

Getting requirements to build wheel ... done

Preparing metadata (pyproject.toml) ... done
Building wheels for collected packages: uwsgi

Building wheel for uwsgi (pyproject.toml) ... done

Created wheel for uwsgi: fTilename=uwsgi-2.0.31-cp312-cp312-linux x86 64.whl size=52340
4 sha256=5Tc7eba5f7b6e701911514ee2d30608abdce1752a52bad522b3411972d608deAc

Stored in directory: /home/ubuntu/.cache/pip/wheels/de/9b/b9/cc2e42ac5a3197a4be493c415
bcc29ea7e58fbfaab715946a5
Successfully built uwsgi
Installing collected packages: uwsgi
Successfully installed uwsgi-2.0.31
(venv) ubuntu@ubuntu-HP-Z230-Tower-Workstation: /var/www/raspango$

Cai dat package

Viéc cai dat package la mét budc quan trong trong qua trinh thiét 1ap moi truong
phat trién, gilp b6 sung cac thu vién va cong cu can thiét cho du an. Cac
package cung cap nhitng chlc ndng san cd, giup lap trinh vién khéng can phai
xay dung lai tUr dau, tur dé tiét kiém thgi gian va giam do phdc tap khi phat trién.
DPong thdi, viéc quan ly package ding cach con giup dam bao tinh nhat quan
gilta cac méi trudng, han ché 16i phat sinh do thi€u hodc sai phién ban thu vién,
dac biét trong cac du an co6 nhiéu phu thudc.

Huéng dan thuc hién
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Budc 1: Cai ddt cac package di kém. Pau tién vao file
requirements.txt bang lénh “vim requirements.txt"va sua lai néi dung nhu
sau

Django==2.2.4
djangorestframework
django-cors-headers
django-crontab==0.7.1
python-dateutil==2.9.0.post0
PyJWT==2.12.1
nose==1.3.7
Sphinx==7.2.6
sphinx-rtd-theme==2.0.0
openpyxl==3.1.2
Pillow==10.4.0
numpy==1.26.4
Click==8.1.7
protobuf==3.20.3
urllib3==1.26.18
opencv-python==4.8.1.78
tensorflow==2.16.1

ultralytics
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Sau dé nhan "Esc”, g6 ":wq" va Enter.

Buéc 2: Dé tai cdac package, ban ding lénh

pip install --upgrade pip

pip install -r requirements.txt

Néu cai dat thanh cong, ban sé thay

ata-
jsmath, s

ubuntu@ubuntu-HP-Z230-Tower-Workstation: /var/www/raspango$ vim require
ubuntu@ubuntu-HP-Z230-Tower-Workstation: /var/www/raspango$ D
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Copy config uwsgi va nginx

Sau khi da cai dat cac package, budc tiép theo la cau hinh uWSGI va Nginx dé
trién khai ing dung l1én méi trudng server. uWSGI déng vai tro la tang trung gian
dung dé chay iing dung Python va x( ly logic backend, trong khi Nginx hoat
déng nhu mét web server phia trudc, ti€p nhan request tir ngudi dung va chuyén
ti€p dén uWSGI théng qua socket. Cac tép cau hinh can dugc thiét 1ap dé xac
dinh dudng dan Ung dung, co ché giao ti€p va cach phan phdi request, tir dé
dam bao hé théng hoat déng én dinh, hiéu qua va ¢4 kha nang md réng.

Huéng dan thuc hién

Buéc 1: Tao file raspango.ini trong thu muc raspango bang vim

vim raspango.ini

Sau d6 nhan | dé vao ché dé insert va dan ndi dung sau vao

[uwsgi]

chdir = /var/www/raspango/server

module = raspango.wsgi:application
master = true

processes = 5

socket = /var/www/raspango/raspango.sock

chmod-socket = 666
vacuum = true

die-on-term = true

Sau do6 nhan "ESC”, g6 "“:wqg" va enter
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. . . N . - -
Budc 2: Tao config Nginx bang vim
sudo vim /etc/nginx/sites-available/raspango
Nhéan i va dan ndi sung sau
server i
listen 80;
server name your ip or domain;
location / {
include uwsgi params;
uwsgl pass unix:/var/www/raspango/raspango.sock;

}

Sau do6 nhan "Esc”, go “:.wq" va enter

Buac 3: Enable config nginx

sudo 1ln -s /etc/nginx/sites-available/raspango /etc/nginx/sites-enabled
sudo nginx -t

sudo systemctl restart nginx

Luu y:

e Lénh dau tién tgo mot symbolic link tur config goc sang thu muc sites-
enabled dé nginx doc config vira tao ( symbolic la mét logi shortcut trong
Linux, né dung dé tré dén file hodc thu muc géc)
e Lénh thu 2 la kiém tra nginx
e Lénh thu 3 la khdi dong nginx lai
Toan b qua trinh config nginx sé nhu sau
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(venv) ubuntu@ubuntu-HP-Z230-Tower-Workstation: /etc/nginx/sites-available$ sudo
/nginx/sites-available/raspango

[sudo] password for ubuntu:

(venv) ubuntug@ubuntu-HP-Z23@-Tower-Workstation: /etc/nginx/sites-available$ sudo
tc/nginx/sites-available/raspango /etc/nginx/sites-enabled/

(venv) ubuntu@ubuntu-HP-Z23@-Tower-Workstation: /etc/nginx/sites-available$ sudo

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

nginx: configuration file /etc/nginx/nginx.conf test is successful

(venv) ubuntugubuntu-HP-Z238-Tower-Workstation: /etc/nginx/sites-available$ sudo |
1 restart nginx

(venv) ubuntugubuntu-HP-Z23@-Tower-Workstation: /etc/nginx/sites-available%

Buéc 4: Chay uWSGI
e Cadch 1: Chay thu céng bang lénh

uwsgl --ini raspango.ini --daemonize uwsgi.log

e Cdch 2: Chay uWSGI nhu service (méi lan server khéi dong la uwsgi tu
chay)
Tao file service:

sudo vim /etc/systemd/system/uwsgi.service
Nhan “1” va dan ndi dung

[Unit]
Description=uWSGI service
After=network.target

[Service]

User=ubuntu

WorkingDirectory=/var/www/raspango
ExecStart=/var/www/raspango/venv/bin/uwsgi -—-ini raspango.ini
Restart=always

[Install]
WantedBy=multi-user.target

~

Sau do6 nhan "ESC", gb "“:wq" va Enter

Enable service (dam bao mai lan server khai déng la uwsgi chay)
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oy

- -
sudo systemctl daemon-reexec
sudo systemctl daemon-reload
sudo systemctl enable uwsgi

sudo systemctl start uwsgi

Giai thich

o sudo systemctl daemon-reexec: Khéi dong lai tién trinh systemd
(hé diéu hanh service manager) ma khong reboot may

o sudo systemctl daemon-reload: Yéu cau systemd doc lai toan bo
file cdu hinh service

o sudo systemctl enable uwsgi: Cau hinh cho service tu dong chay
khi server khai dong (boot)

o sudo systemctl start uwsgi: KhGi dong service ngay lap tuc

Ki€ém tra trang thai bang lénh

sudo systemctl status uwsgi

Trang thai chuyén sang active c6 nghia la da thanh céng
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(venv) ubuntu@ubuntu-HP-Z238-Tower-Workstation: /etc/systemd/system$ sudo systemc
wsgi
® uwsgi.service - uWSGI service

Loaded:

Active: active (running) since Wed 2026-84-88 15:58:38 +87; 95 ago

Main PID: 5734 (uwsgi)
Tasks: 6 (limit: 18693)
Memory: 47.0M (peak: 47.3M)
CPU: 588ms
CGroup: /system.slice/uwsgi.service
ar - 0 /ven

Apr 88 15:58:38 ubuntu-HP-7230-Tower-Workstation uwsgi[5734]: mapped 437424 byte
Apr 88 15:58:38 ubuntu-HP-7230-Tower-Workstation uwsgi[5734]: *** Operational M
Apr 88 15:58:38 ubuntu-HP-7230-Tower-Workstation uwsgi[5734]: WSGI app @ (mountp
Apr 88 15:58:38 ubuntu-HP-7230-Tower-Workstation uwsgi[5734]: *** uWSGI is runni
Apr 88 15:58:38 ubuntu-HP-7230-Tower-Workstation uwsgi[5734]: spawned uWSGI
Apr 88 15:58:38 ubuntu-HP-7230-Tower-Workstation uwsgi[5734]: spawned uWSGI
Apr 88 15:58:38 ubuntu-HP-7230-Tower-Workstation uwsgi[5734]: spawned uWSGI
Apr 88 15:58:38 ubuntu-HP-7230-Tower-Workstation uwsgi[5734]: spawned uWSGI
Apr 88 15:58:38 ubuntu-HP-7230-Tower-Workstation uwsgi[5734]: spawned uWSGI

r 88 15:58:38 ubuntu-HP-Z23@-Tower-Workstation uwsgi[5734]: spawned uWSGI

(venv) ubuntu@ubuntu-HP-Z238-Tower-Workstation: /etc/systemd/system$
(venv) ubuntu@ubuntu-HP-Z23@-Tower-Workstation: /etc/systemd/system$ ps aux | gre
ubuntu 57341 1.6 0.3 73792 60268 ? Ss  15:58 ©:80 /var/www/rasp

Buéc 5: M6 port 80 trén Firewall bang lénh

sudo ufw allow 80/tcp

Buéc 6: Reload lai Firewall bang lénh

sudo ufw reload

Sau khi mé& thanh cong dung lénh

sudo ufw status

Sau khi m& thanh céng, ban sé thay
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(venv) ubuntu@ubuntu-HP-Z238-Tower-Workstation: /var/www/raspango$ sudo u
Status: active

Action From

OpensSSH Anywhere
80/tcp Anywhere
OpenSSH (ve) Anywhere (v6)
8a/tcp (v6) Anywhere (v6)

Start webserver

Dé website hoat dong, ban can “khdi chay” ca iing dung backend va web server.
Trudc hét, UWSGI sé dong vai tro chay ing dung cua ban (vi du Django/Flask) va
xU ly cac request ti Nginx. Vi & trén da huéng dan ban cau hinh dé uWSGI tré
thanh service cta hé thdng (server khdi déng thi service nay sé chay) nén dé khai
dong lai uWSGI ban chi can nhap Iénh

sudo systemctl restart uwsgi

Sau d6, ban can khai déng lai Nginx bang lénh sudo systemctl restart nginx.
Nginx s& déng vai trd nhan request tU ngudi dung (qua trinh duyét), réi chuyén
ti€p dén UWSGI dé xur ly va tra két qua veé lai cho ngudi dung. Khi ca hai thanh
phan déu chay ding, website clia ban sé co thé truy cdp binh thudng qua trinh
duyét.

sudo systemctl restart nginx

MG trinh duyét va ki€m tra véi dia chi IP cla server

http://<IP>:80

Khi thanh cong, giao dién trinh duyét cua ban sé nhu sau
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< v o [] & Notsecure 192.168.1.168/camera/ 29 A

Raspango

= @ Camera stream from backend

W Camera from backend
18 Webcam from frontend
) Detect object yolovg
4 Detect facemask

@ Kiém tra sang t6i

8 Upload to detect face
4§ Shield 4 relay

https:/thigiacmaytinh.com
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Huong dan cau hinh web server

Chuong nay trinh bay cach Web Server xir ly moét request tu ngudi dung, thong
qua su phéi hgp gitta Nginx (tiép nhan va diéu phdi request) va uWSGI (két noi
dén backend Python). Béng thdi, chuong cling hudng dan cach ciu hinh cac
thanh phan nay dé trién khai iing dung web mét cach don gian va hiéu qua.

NOI dung

32. Cach web server handle 1 request
33. Huéng dan config web server

Cach web server handle 1 request

Dé hiéu cach moét website hoat déng, trudc hét can nam dugc cach Web Server
xU ly mot request tU ngudi dung. Khi client gui yéu cau, Nginx sé tiép nhan va
quyét dinh cach x{ ly: trd vé dir liéu truc ti€p hodc chuyén tié€p sang uWSGI dé
goi dén Ung dung backend. Phan nay sé trinh bay chi tiét luéng x ly do, giup
lam ré cach cac thanh phan trong hé théng phéi hgp véi nhau dé tao ra phan hoi

cudi cung.

Nginx doc la “en gin X"

Tong quan vai tré cac thanh phan:

e Client (trinh duyét): gui request tU ngudi dung
e Nginx: ti€p nhan request, xt ly file tinh va diéu phdi
e uWSGI: trung gian chuyén request vao ng dung Python
e Backend: XU ly logic va tao response
Luong xur ly chi tiét:

1. Client gui HTTP Request
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Khi nguai dung truy cap moét URL nhu o http//yvour- ——

domain.com/user .Trinh duyét sé tao mét HTTP request bao gém: Method,

URL, Header, Body dén server.

. Nginx ti€ép nhan request tai server

Nginx lang nghe tai port 80 (HTTP) hodc 443 (HTTPS), nhan request tU

client va dya vao ciu hinh (server_name, location) dé xac dinh cach xu ly

phu hgp.

. Nginx phan loai request

e Static request (file tinh): Nginx sé truy xuat truc tié€p file tir hé théng
luu trlr va tra vé cho client ma khéng can thong qua backend. Cach xu
ly nay gidp téc dé phan héi nhanh hon va giam tai dang ké cho server
ung dung. Vi du: /static/logo.png, /css/style.css

e Dynamic request (yéu cau déng): Day la cac request can xu ly logic, vi
vay Nginx sé& chuyén tié€p dén backend thong qua uWSGI. Backend sé
ti€p nhan, xr ly di liéu va tao response trudc khi gui ngugc lai cho
ngudi dung. Vi du: /user, /api/data

. Nginx chuyén request qua uWSGlI

Thong qua cau hinh "uwsgi_pass unix:/var/www/raspango/raspango.sock;”

(da cau hinh & chuang trudc). Request dugc gui qua socket (mét kénh giao

ti€p ndi bd trong hé théng). Cach xur ly nay nhanh hon so vdi viéc gui qua

HTTP thong thudng.

. UWSGI két néi vdi ing dung Python

uWSGI nhan request, chuyén déi sang dinh dang ma Python hiéu dugc va

goi vao entry point “raspango.wsgi:application”

. Backend xur ly nghiép vu

Ung dung backend sé:
e Phan tich request
e XU ly logic (authentication, business logic, ...)
e Tuong tac database (néu can)
e Tao response (HTML, JSON, ...)

. Response trad ngugc vé client

Ludbng tra vé: Backend — uWSGI — Nginx — Browser
e UWSGI gui response lai cho Nginx
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e Nginx dong goéi thanh HTTP response
e Tra veé trinh duyét dé€ hién thi

Tém tat luéng xir ly:

Client (Browser)

N

HTTP Request HTTP Response

Nginx (port 80/443)

AN

uWSGI protocol uWSGI protocol

UWSGI (Application Server)

A

WSGI interface Response

Backend Application
(Django/Flask)

Hudng dan config web server

Dé trién khai mét iing dung web 1én server, can cdu hinh dé cac thanh phan
trong hé théng c6 thé phéi hgp véi nhau. Trong mé hinh nay, Nginx dong vai tro
ti€p nhan request tU ngudi dung va diéu phai, trong khi uWSGI dam nhiém viéc
chay Ung dung Python va xU ly logic backend. Phan nay s& huéng dan cach thiét
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lap hai thanh phan trén dé ching "két néi” véi nhau thong qua socket,
gilp hé théng hoat déng 6n dinh va hiéu qua.

Cac budc thuc hién:

Buéc 1: Tao file cdu hinh uWSGI bang lénh

vim /var/www/raspango/raspango.ini

Budc 2: Thém noi dung vao file

[uwsgi]

chdir = /var/www/raspango/code/server
module = raspango.wsgi:application
master = true

processes = 5

socket = /var/www/raspango/raspango.sock

chmod-socket = 666

vacuum = true

die-on-term = true

Giai thich y nghia:

e chdir = /var/www/raspango/server: Thiét |ap thu muc
lam viéc cua Ung dung. uWSGI sé chay trong thu muc
nay dé tim source code
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e module = raspango.wsgi:application: Xac dinh diém
bat dau cda Ung dung Django. Day la noi uWSGI goi
vao dé chay backend.

e master = true: Bat tién trinh master. Quan ly cac worker
process, giup hé théng 6n dinh hon

e processes = 5: SG lugng tién trinh xt ly request. Cho
phép xu ly nhiéu request dong thai.

e socket = /var/www/raspango/raspango.sock: Tao
socket dé giao ti€p vdi Nginx. Day la “"dudng 6ng”
truyén request gilta Nginx va uWSGlI

e chmod-socket = 666: Cap quyén cho socket. Dam bao
Nginx c6 thé doc/ghi dé€ giao ti€p vGi uWSGI

e vacuum = true: Ty dong xda file socket khi ding
UWSGI. Tranh 16i do socket cii con ton tai

e die-on-term = true: Cho phép uWSGlI tat ding cach khi
hé théng gui tin hiéu dung. Gitp quan ly service tot han
(systemd, docker, ...)

File cau hinh nay giup:

o Xac dinh vi tri tng dung

« Khdi dong backend Django

o Cho phép xtr ly nhiéu request

« Thiét lap giao ti€p v&i Nginx qua socket
Buéc 3: Tao file cau hinh Nginx bang Iénh

sudo vim /etc/nginx/sites-available/raspango

Budc 4: Thém noi dung vao file vira tao

server {
listen 80;
server name your ip or domainj;
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location / {

alias /var/www/raspango/code/server/web/static/;

location / {

alias /var/www/raspango/media/;

location / {
include uwsgl params;
uwsgi pass unix:/var/www/raspango/raspango.sock;

}

Y nghia tirng thanh phan

server { ... } : Khai bdo mét server block. Méi block tuong ing véi mét
website ma Nginx quan ly

listen 80; : Nginx lang nghe tai port 80 (HTTP). Khi ngudi dung truy cap
web (khdng HTTPS), request sé vao day.

server_name your_ip_or_domain; : Xac dinh domain hoac IP cua server.
Nginx ding dé phan biét cac website khac nhau

location / { ... } : XU ly tat ca request bat dau tir /. Nghia la moi request gui
dén website déu di qua day

include uwsgi_params; : Nap cac tham s6 chuan dé giao ti€p véi uWSGl.
Bao gom thdng tin nhu method, header, path,...

uwsgi_pass unix:/var/www/raspango/raspango.sock; : Chuyén request
dén uWSGI thdong qua socket

Buéc 5: Kich hoat cau hinh

sudo
sudo
sudo

In -s /etc/nginx/sites-available/raspango /etc/nginx/sites-enabled/
nginx -t
systemctl restart nginx
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Chuong 7 - Cac 16i thudng gap

Trong qué trinh trién khai web, mét sé 16i nhu server khdng truy cap dugc, 503
hay 404 c6 thé xay ra do cau hinh hoac dich vu chua ding. Chuong nay trinh bay
cac 16i phé bién khi sit dung Nginx va uWSGlI, déng thai hudng dan cach xem log
dé nhanh chéng tim va khac phuc nguyén nhén.

NOI dung

34. Server unreachable
35. L6i 503

36. L6i 404

37. Cach xem log

38. Luu y quan trong

Server unreachable

Loi Server Unreachable xay ra khi ngudi dung khéng thé két néi dén server.
Trinh duyét thudng hién thi cac thong bao nhu: “This site can't be reached”,
“Connection timed out” hoac “Server not found”. Diéu nay c6 nghia la request tU
client khéng thé dén dugc Web Server, nén hé théng chua kip xt ly bat ky logic
nao phia backend.
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< X ] @ 1921682168 e G A TR OE $ !

This site can’t be reached

192.168.2.168 took too long to respond.

Try:
e Checking the connection
e Checking the proxy and the firewall

ERR_CONNECTION_TIMED_OQUT

Nguyén nhan thudng gap

e Server chua hoat déng: May chi cé thé dang tat hodc service chua dugc

khd&i dong

e Sai dia chi IP hodc domain: Ngugdi dung nhap sai dia chi hodac DNS chua
tré dung

e Chua mé port 80/443: Server chua cho phép két n6i HTTP/HTTPS tU bén
ngoai

e Firewall chdn két néi: Tudng Itra (ufw, iptables, cloud firewall, ...) dang
block request
e Nginx chua chay: Khong co service nao lang nghe request tu client
e Server khéng cung mang (LAN/WAN): Néu test néi bg, client va server
c6 thé khdng cung subnet
Cach kiém tra
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e Kiém tra két néi mang —
ping <server ip>
Néu két noi dugc c6 nghia la server dang online, néu khong ping dugc cé

thé server dang tat hoac bi chdan mang
e Kiém tra trang thdi Nginx

sudo systemctl status nginx
Néu dang active (running) nghia la Nginx dang hoat déng. Néu inactive

hoac failed, c6 thé Nginx chua chay hoac 16i
e Kiém tra port c6 mo khéng

sudo netstat -tuln | grep 80

Xem server c6 dang lang nghe port 80 khéng

Kiém tra firewall

sudo ufw status

Xem port 80/443 c6 bi chan khdng
Cach khac phuc
Khéi déng lai server dé dam bao mdy chu dang online
Khai dong lai Nginx

sudo systemctl start nginx

Mg port HTTP/HTTPS

sudo ufw allow 80

sudo ufw allow 443

76/91



Kiém tra lai IP/domain dé dam bdo truy cdp ding dia chi server

e Restart Nginx sau khi cau hinh

sudo systemctl restart nginx

Loi 500
L&i 500 Internal Server Error xay ra khi server da nhan va chuyén request dén
backend thanh c6ng, nhung trong qua trinh x&r ly, &ng dung gap 16i va khdng thé
tra vé két qua hop |é. Trong hé théng st dung Nginx va uWSGI, 16i nay thudng
xuat phat tu phia backend (Django/Flask), khong phai do két néi hay cau hinh
mang.

< o [0 & Notsecure 192.168.1.168

NameError at /

name 'a' is not defined

Request Method: GET
Request URL: http://192.168.1.168/
Django Version: 224
Exception Type: NameError
Exception Value: name "=’ is not defined
Exception Location: /var/www/raspango/server/web/views/views py in index, line 43
Python Executable: /variwww/raspango/venv/bin/uwsgi
Python Version: 3.12.3
Python Path: [’.".

*fusr/1ib/python312.zip",

'/usr/1lib/python3.12",

*fusr/1ib/python3.12/1ib-dynload"’ ,

*/var fuvii/raspango/venv/1ib/python3.12/site-packages ',

* /var fuww/ raspango/venv/1ib/python3. 12/site-packages/setuptools/_vendor']

Server time: Wed, 8 Apr 2026 07:05:36 +0000

Traceback switch to copy-and-paste view

/var/waini/raspango/venv/1ib/python3.12/site-packages/django/core/handlers/exception.py IN inner
34. response = get response(request)

» Local vars

Nguyén nhan thuong gap

e L&i code Python (syntax error, NameError, ...)
e Ldilogic trong xt ly dir liéu
e Thiéu thu vién hoac import sai

Cach kiem tra
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e Xem log cua Nginx

sudo tail -f /var/log/nginx/error.log

Két qua nhan dugc sé nhu sau

(venv) ubuntu@ubuntu-HP-Z23@-Tower-Workstation: /var/www/raspango$ sudo tail -f /var/log/ngi
nx/error.log

2026/04/08 10:45:53 [error] 3109#3109: *1 connect() to unix:/var/www/raspango/raspango.sock
failed (111: Connection refused) while connecting to upstream, client: 192.168.1.126, serv
er: 192.168.1.168, request: "GET / HTTP/1.1", upstream: "uwsgi://unix:/var/www/raspango/ras
pango.sock:™, host: "192.168.1.168"

2026/04/08 13:46:19 [error] 3109#3109: *23 recv() failed (1@4: Connection reset by peer) wh
ile reading response header from upstream, client: 192.168.1.126, server: 192.168.1.168, re
quest: "GET / HTTP/1.1", upstream: "uwsgi://unix:/var/www/raspango/raspango.sock:”, host: "
192.168.1.168"

2026/04/08 13:46:21 [crit] 3109#3109: *21 connect() to unix:/var/www/raspango/raspango.sock
failed (2: No such file or directory) while connecting to upstream, client: 192.168.1.126,
server: 192.168.1.168, request: "GET /stream/ HTTP/1.1", upstream: "uwsgi://unix:/var/www/
raspango/raspango.sock:", host: "192.168.1.168", referrer: "http://192.168.1.168/camera/"
2026/064/08 13:50:20 [crit] 3109#31@9: *26 connect() to unix:/var/www/raspango/raspango.sock
failed (2: No such file or directory) while connecting to upstream, client: 192.168.1.126,
server: 192.168.1.168, request: "GET / HTTP/1.1", upstream: "uwsgi://unix:/var/www/raspang
o/raspango.sock:", host: "192.168.1.168"

2026/04/08 13:58:57 [crit] 3109#31@9: *28 connect() to unix:/var/www/raspango/raspango.sock
failed (2: No such file or directory) while connecting to upstream, client: 192.168.1.126,
server: 192.168.1.168, request: "GET / HTTP/1.1", upstream: "uwsgi://unix:/var/www/raspang
o/raspango.sock:", host: "192.168.1.168"

2026/064/08 13:59:57 [crit] 3109#31@9: *28 connect() to unix:/var/www/raspango/raspango.sock
failed (2: No such file or directory) while connecting to upstream, client: 192.168.1.126,
server: 192.168.1.168, request: "GET / HTTP/1.1", upstream: "uwsgi://unix:/var/www/raspang
o/raspango.sock:", host: "192.168.1.168"

Cach khac phuc

e Kiém tra lai code backend
e Sua l6i logic / bién / import
e Kiém tra database (néu cd lién quan)

Loi 502
L6i 502 Bad Gateway xay ra khi Nginx da nhan request tir ngudi dung va chuyén
dén backend (UWSGI/Django/Flask), nhung khéng nhan dugc phan hoéi hgp 1€ tu

backend.
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C [ & Notsecure 192.1681.168 & |2 & A YR B <
502 Bad Gateway

nginx/1.24.0 (Ubuntu)

Nguyén nhan thuong gap

uWSGI chua chay hoac bi crash

Sai dudng dan socket (.sock) gitta Nginx va uWSGlI
Socket khong ton tai hoac khéng dung path

Sai quyén truy cap socket (permission denied)
Backend bi treo hoac khong phan hoi

LSi két néi gitra Nginx va uWSGlI

Cach kiém tra

Ki€ém tra uWSGI cé dang chay khéng

PsS aux | grep uwsgi

Néu khéng thay process nghia la uWSGI chua chay hoac da bi crash
Kiém tra file socket

ls -1 /var/www/raspango/raspango.sock

Néu khéng ton tai nghia la uWSGI chua tao socket hodc sai config

Xem log uWSGI / backend

sudo vim /var/www/raspango/uwsgi.log

Cach khac phuc

Chay lai uWSGI
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sudo systemctl restart uwsgi

e Kiém tra va slfa lai dudng dan socket dé dam bao giéng nhau gitta Nginx
va UWSGlI
e Kiém tra quyén socket

chmod 666 /var/www/raspango/raspango.sock

e Restart Nginx

sudo systemctl restart nginx

Loi 404

L&i 404 Not Found xdy ra khi server da nhan dudc request tir ngudi dung nhung
khéng tim thay tai nguyén tuong Uing véi URL dudgc yéu cau, chang han nhu
trang web, API hoac file. Nguyén nhan thudng do URL nhap sai, route chua dudgc
khai bao, hoac tai nguyén da bi xda hoac di chuyén, nén server khong thé tra vé
ndi dung phu hgp.

< C [1 & Notsecure 192.168.1.168/example © 2lU A

Page not found (o4

Request Method: GET
Request URL: http://192.168.1.168/example

Using the URLconf defined in raspango.urls, Django tried these URL patterns, in this order:
1. rapif

2.~ A% [name="index’]

3. A ~404/$ [name="notfound’ ]

4. » Arelayshield/$

5. A ~login/$

6. " Alogout/$

7. ~ Auser/$

8. " Achangepassword/$

9. " Aregister/$

10. * ~camera/$

11. " *webcam/$

12. * ~facemask/$

13. * *video_feed/$ [name="video_feed"]

14. * Astream/$

15. * *upload/$

16. " “brightness/$

17. * *yolov8/$

18. "media/(?P<path>.*)§

The current path, example, didn't match any of these.

You're seeing this error because you have DEBUG = True in your Django settings file. Change that to False, and Django will display a standard 404 page

Nguyén nhan thudng gap
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Sai URL (g6 nham dudng dan) —
Route trong backend (Django/Flask) chua dugc khai bao

URL khong khd&p vai cau hinh routing

File tinh (static/media) khong ton tai

Sai cau hinh Nginx cho static/media

Sai server_name hoac location trong Nginx

Cach kiém tra

Ki€ém tra URL truy cap d€ dam bao dudng dan dung chinh ta, ding
endpoint da dugc backend dinh nghia

Ki€ém tra route trong backend

Ki€ém tra cau hinh Nginx dé dam bao trd dung thu muc va khéng sai path
Kiém tra file tinh

ls -1 /var/www/raspango/code/server/web/static

Xem log Nginx

sudo tail -f /var/log/nginx/error.log

Cach khac phuc

sudo

Ki€m tra va sla lai URL truy cap

Khai bao thém route trong backend

Kiém tra lai cdu hinh routing (Django/Flask)
Stra cau hinh Nginx cho dung location
Pam bao file static/media ton tai

Reload lai Nginx sau khi chinh sta:

systemctl reload nginx

81/91



i

- A
Cach xem log
Trong qua trinh van hanh hé thong web s dung Nginx va uWSGI, viéc xem log la
budc quan trong dé xac dinh nguyén nhan 16i. Log sé ghi lai cac thong tin nhu
request tU ngudi dung, 16i két ndi, 16i backend hodc 16i cu hinh.

Xem log cua Nginx
Nginx luu log tai hai file chinh:

e Access log: ghi lai cac request truy cap
e Error log: ghi lai cac 16i phat sinh
Cach xem:

sudo tail -f /var/log/nginx/access.log

sudo tail -f /var/log/nginx/error.log

Y nghta :

e access.log: biét dugc ngudi dung da truy cap URL nao, status code la gi
(200, 404, 503,...)

e error.log: hién thj cac 16i nhu khong két ndi dugc backend, timeout,
permission denied, socket khong ton tai,...
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Xem

(venv) ubuntu@ubuntu-HP-Z23@-Tower-Workstation:/var/www/raspango$ sudo tail -f /var/log/ngi
nx/access.log

192.168.1.126 - - [08/Apr/2026:15:04:38 +0700] "GET /stream/ HTTP/1.1" 200 112323 "htip://1
92.168.1.168/" "Mozilla/5.0 (Windows NT 10.8; Winb4; x64) AppleWebKit/537.36 (KHTML, like G
ecko) Chrome/146.0.0.0 Safari/537.36"

192.168.1.126 - - [@8/Apr/2026:15:04:39 18700 "GET / HTTP/1.1" 502 568 "-" "Mozilla/5.@ (W
indows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/

537.36"
192.168.1.126
Windows NT 10
/537.36"
192.168.1.126
Windows NT 10
[537.36"
192.168.1.126

Windows NT 10.

/537.36"
192.168.1.126

Windows NT 1.

/537.36"
192.168.1.126

- - [@8/Apr/2826:15:05:19 +8700] "GET / HTTP/1.1" 288 3833 "-" "Mozilla/5.8 (

.0; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari

- - [e8/Apr/2026:15:05:21 +9700] "GET / HTTP/1.1" 200 3833 "-" "Mozilla/5.0 (

.9; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari

- - |e8/Apr/2026:15:05:30 +9700] "GET / HTTP/1.1" 200 3833 "-" "Mozilla/5.0 (
@; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.8.0.0 Safari

- - [@8/Apr/2026:15:05:40 +9700] "GET /404 HTTP/1.1" 301 @ "-" "Mozilla/5.0 (
8; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.8.0.8 Safari

- - [e8/Apr/2026:15:05:40 +8700] "GET /404/ HTTP/1.1" 500 59901 "-" "Mozilla/

5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.6.0.8 S
afari/s37.36"

192.168.1.126 - - [@8/Apr/2026:15:06:00 +970@] "GET /example HTTP/1.1" 484 1177 "-" "Mozill
a/5.0 (Windows NT 10.9; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.8

Safari/537.36"

192.168.1.126 - - [@8/Apr/2026:15:21:17 +8700] "GET /stream/ HTTP/1.1" 200 100368 "http://1
92.168.1.168/" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like G
ecko) chrome/146.0.0.0 Safari/537.36"

192.168.1.126 - - [©8/Apr/2026:15:22:35 +8700] "GET /stream/ HTTP/1.1" 200 141488 "http://1
92.168.1.168/" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like G
ecko) Chrome/146.0.0.0 Safari/537.36"

log cia uWSsGlI

uWSGI c6 thé ghi log ra terminal hoac luu vao file log tuy theo cau hinh trong file

.ini

Trong trudng hgp cau hinh trong file raspango.ini c6 st dung:

logto = uwsgi.log
hoac
logto = /var/www/raspango/uwsgi.log

Khi d6, toan bo log cua uWSGI sé dugc ghi truc tiép vao file uwsgi.log trong thu

muc du an.
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tail -f uwsgi.log

(venv) ubuntu@ubuntu-HP-Z230-Tower-Workstation: /var/www/raspango$ tail -f uwsgi.log

Not Found: /example

[pid: 4679|app: @|req: 3/6] 192.168.1.126 () {44 vars in 960 bytes} [Wed Apr 8 08:06:00 20
26] GET fexample => generated 4660 bytes in 3 msecs (HTTP/1.1 404) 4 headers in 116 bytes (
1 switches on core @)

Wed Apr 8 ©8:21:17 2026 - SIGPIPE: writing to a closed pipe/socket/fd (probably the client
disconnected) on request /stream/ (ip 192.168.1.126) !!!

Wed Apr 8 ©8:21:17 2026 - uwsgi_response write body do(): Broken pipe [core/writer.c line

429] during GET /stream/ (192.168.1.126)

OSError: write error

[pid: 4682|app: @|req: 1/7] 192.168.1.126 () {46 vars in 913 bytes} [Wed Apr 8 88:05:19 20
26] GET /stream/ => generated 591108 bytes in 958672 msecs (HTTP/1.1 20@) 3 headers in 95 b

ytes (9534 switches on core @)

Wed Apr 8 ©8:22:35 2026 - SIGPIPE: writing to a closed pipe/socket/fd (probably the client
disconnected) on request /stream/ (ip 192.168.1.126) !!!

Wed Apr 8 ©8:22:35 2026 - uwsgi_response write body do(): Broken pipe [core/writer.c line

429] during GET /stream/ (192.168.1.126)

OSError: write error

[pid: 4680|app: @|req: 3/8] 192.168.1.126 () {46 vars in 913 bytes) [Wed Apr 8 ©8:05:30 20
26] GET /stream/ => generated 632400 bytes in 1625362 msecs (HTTP/1.1 200) 3 headers in 95
bytes (10200 switches on core @)

Trong log uWSGI c6 thé thay:

L6i import module Python

L6i Django

L6i database

request xu ly thanh cong hoac that bai

Xem log thong qua trinh duyét

Ngoai viéc xem log truc ti€p trén server bang terminal, ngudi dung cling c6 thé

kiém tra két qua va trang thai hé théng théng qua trinh duyét web. Khi truy cap

vao Ung dung web bang trinh duyét, cac request sé dudc gui dén server va phan
hoi lai v&i cac ma trang thai HTTP nhu:

200 OK: request thanh cong
404 Not Found: khong tim thay tai nguyén
500 Internal Server Error: |6i phia backend

84/91



e 502 Bad Gateway / 504 Gateway Timeout: |6i két ndi gilta Nginx
va UWSGlI
Dé xem log trén server, trinh duyét web cling cung cdp céng cu Developer Tools

(md bang phim F12) dé kiém tra va debug hoat dong clia website (xem log tai

muc console).

‘s [0 Elements Console  Sources Network  Performance  Memory  Application > Q1 B @3 P X
M@ topry @ Y Filter ® 1lssue: B1 83
@ GET http://192.168.1.168/ 582 (Bad Gateway) 192.168.1.168/:1 @

b = 1 message

® No user messages ?

» & 1eror

/N No warnings

@ No info

ﬁ No verbose

Luu y quan trong

Khéng nang cap Python!

Trong qua trinh trién khai va van hanh hé théng web s dung Django va uWSGI,

khong nén tu'y nang cap phién ban Python trén server néu khong cé ké hoach

kiém th( rd rang.

Viéc ndng cap Python c6 thé dan dén mét sé van dé nhu:

« Khoéng tuong thich véi cac thu vién da cai dat (Django, UWSGI, numpy,

pandas, ...)

« UWSGI c6 thé khéng hoat dong néu khéng dugc build lai véi phién ban
Python mdi

« Céac package trong virtual environment (venv) cé thé bi 16i hoac khéng
chay dugc

« Ung dung dang hoat dong én dinh c6 thé phat sinh 16i khéng mong muén

85/91



Vi vay, khi hé théng da dugc trién khai on dinh:
« Nén gilr nguyén phién ban Python dang sur dung
« Chinang cép khi that su can thiét va da kiém tra tuong thich

« Neéu nang cap, can tao lai moi trudng ao (venv) va cai dat lai toan b6
dependencies
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Chuong 8: Checklist trién khai hé
thong

Chuong nay hudng dan cach st dung checklist d€ nghiém thu hé thdng web
server sau khi hoan tat qua trinh cai dat va trién khai. Ngudi hoc can thuc hién
lan lugt tiing budc kiém tra theo danh sach da cung cap, dam bao mdi hang muc
déu dat yéu cau trudc khi chuyén sang budc tiép theo.

Trong qua trinh thuc hién, néu mot muc kiém tra khong dat, can ding lai va xd ly
16i tucng Ung trudc khi ti€p tuc. Checklist nay dugc thiét ké dé gidp ngudi hoc
nhanh chdng xac dinh tinh trang hé théng, ddam bao server hoat déng 6n dinh va
san sang dua vao s dung thuc té.

NOiI dung

39. Két ndi server

40. Firewall

41. Domain

42. Web Server (Nginx)

43. Backend Service

44. Kiém tra truy cap qua IP
45. Kiém tra truy cap qua Domain
46. Ty dong khai dong

47. Log hé théng

48. Quyeén file

49. Kiém tra deploy lai

Két noi server

O SSH vao server thanh cong

87/91



ssh ubuntu@<server ip>

O Khong sir dung password (chi dung SSH key)
Néu login ma khéng bi hoi password thi dugc

Firewall
O Firewall da bat

sudo ufw status

Trang thai “Status: active” la dugc

O Port 22 (SSH) da mad
O Port 80 (HTTP) da méo

sudo ufw status

Co dong
22/tcp ALLOW

80/tcp ALLOW

Domain
O Domain tro ding IP server

ping yourdomain.com

O Ping domain tra vé ding IP
So sanh vai IP server
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Web Server (Nginx)
O Nginx dang chay

systemctl status nginx

Trang thai active la dugc
O Khéng bao 16i khi kiém tra service

nginx -t

Kiém tra syntax cGa nginx

Backend Service
O Service backend (uwsgi/gunicorn) dang chay

systemctl status uwsgi

O Khong bi crash hoac restart lién tuc
Khong thay failed hoac restarting

Kiém tra truy cap qua IP
O Truy cap dudgc qua dia chi IP server

curl http://<server ip>

O Khéng xuat hién 16i 502 / 503
Khong thdy “Bad Gateway” / “Service Unavailable”
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Kiém tra truy cap qua Domain
O Truy cap domain hién thi website ding

curl http://yourdomain.com

O Khéng loi 404
Khong thay “404 Not Found”

Tu dong khdi dong
O Nginx tu chay khi reboot

systemctl is-enabled nginx

O Backend service tu chay khi reboot

systemctl is-enabled uwsgi

Log hé thong
O Log Nginx khéng cé 16i nghiém trong

tail -n 20 /var/log/nginx/error.log

O Log backend khéng cé 16i nghiém trong
journalctl -u <service name> -n 20
Quyeén file

O File thuoc dang user

1s -1
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O Khéng gap 16i permission denied
Truy cap web khdéng 16i 403

Kiém tra deploy lai
O Restart service thanh cong

systemctl restart nginx

systemctl restart uwsgi

[0 Website van hoat déng sau khi restart
curl http://yourdomain.com
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